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Summary. TheBEYOND architectureappliesbiological principlesandmechanismsto de-
signnetwork applicationsthatautonomouslyadaptto dynamicenvironmentalchangesin the
network. In BEYOND,eachnetwork applicationconsistsof distributedsoftwareagents,anal-
ogousto a beecolony (application)consistingof multiple bees(agents).Eachagentprovides
a particularfunctionalityof a network application,andimplementsbiologicalbehaviors such
asenergy exchange,migration,reproductionandreplication.This paperdescribestwo key
componentsin BEYOND: (1) a self-regulatoryandevolutionaryadaptationmechanismfor
agents,callediNet, and(2) anagentdevelopmentenvironment,calledBEYONDwork. iNet is
designedafterthemechanismsbehindhow theimmunesystemdetectsantigens(e.g.,viruses)
andproducesantibodiesto eliminatethem.It modelsa setof environmentconditions(e.g.,
network traf�c) asanantigenandanagentbehavior (e.g.,migration)asanantibody. iNet al-
lowseachagentto autonomouslysenseits surroundingenvironmentconditions(i.e.,antigens)
andadaptively invokeabehavior (i.e.,antibody)suitablefor theconditions.In iNet, acon�gu-
rationof antibodiesis encodedasagene.Agentsevolve theirantibodiessothatthey canadapt
to unexpectedenvironmentalchanges.iNet alsoallows eachagentto detectits own de�cien-
ciesto detectantigeninvasions(i.e., environmentalchanges)andregulateits policy for anti-
gendetection.Simulationresultsshow that agentsadaptto changingnetwork environments
by self-regulatingtheir antigendetectionandevolving their antibodiesthroughgenerations.
BEYONDwork providesvisualandtextual languagesto designagentsin anintuitive manner.

1 Intr oduction

Large-scalenetwork applicationssuchasdatacenterapplicationsandgrid comput-
ing applicationsfaceseveral critical challenges,particularlyautonomyandadapt-
ability, asthey have beenincreasingin complexity andscale1. They areexpectedto
autonomouslyadaptto dynamicenvironmentalchangesin thenetwork (e.g.,work-
load surgesand resourceextinction) in order to improve userexperience,expand
applications'operationallongevity andreducemaintenancecost[3–6].

Basedon an observation that various biological systemshave developedthe
mechanismsnecessaryto meet the above challenges,the proposedarchitecture,

1 For example,Google,Inc. reportedlyrunsover 450,000serversin its datacenters[1,2].
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calledBEYOND2, applieskey biological principlesandmechanismsto designau-
tonomousandadaptive network applications.In BEYOND, eachapplicationis de-
signedasadecentralizedgroupof softwareagents.This is analogousto abeecolony
(application)consistingof multiple bees(agents).Eachagentprovidesa particular
functionalityof a network application,andimplementsbiologicalbehaviorssuchas
energy exchange,migration,replication,reproductionanddeath.

This paperfocuseson two key componentsin BEYOND: (1) a self-regulatory
and evolutionary adaptationmechanismfor agents,called iNet, and (2) an agent
developmentenvironment,calledBEYONDwork. iNet is designedafterthemecha-
nismsbehindhow theimmunesystemdetectsantigens(e.g.,viruses),how it specif-
ically producesantibodiesto eliminatethemandhow it evolvesantibodiesto react
a massive numberof antigens.iNet modelsa setof environmentconditions(e.g.,
network traf�c andresourceavailability) asanantigenandanagentbehavior asan
antibody. Eachagentcontainsits own immunesystem(i.e.,iNet),andacon�guration
of theagent'santibodiesde�nesits behavior policy, whichdetermineswhichbehav-
ior to beinvokedin a givensetof environmentconditions.iNet allowseachagentto
autonomouslysenseits surroundingenvironmentconditions(i.e., antigen)for eval-
uatingwhetherit adaptswell to thesensedconditions,andif it doesnot, adaptively
invoke a behavior (i.e., antibody)suitablefor the conditions.For example,agents
mayinvoke thereplicationbehavior at thenetwork hoststhataccepta largenumber
of userrequestsfor their services.This leadsto theadaptationof agentavailability;
agentscanimprove their throughput.Also, agentsmayinvoke themigrationbehav-
ior to movetowardthenetwork hoststhatreceivea largenumberof userrequestsfor
their services.This resultsin theadaptationof agentlocations;agentscanimprove
their responsetime to userrequests.

iNet alsoallows eachagentto detectits own de�cienciesto detectantigeninva-
sions,i.e.,de�cienciesto evaluatewhetherit adaptswell to thecurrentenvironment
conditions.Due to the de�ciencies,someagentsmay invoke their behaviors when
they have alreadyadaptedwell to the currentenvironmentconditions.Othersmay
invoke no behaviors whenthey do not adaptto thecurrentenvironmentconditions.
With iNet, eachagentcanregulateits policy for antigendetectionsothatit canper-
form its behaviorsat theright time.This self-regulationprocessis intendedto avoid
thedegradationof agentadaptabilityandthewasteof resourceconsumptionincurred
by unnecessarybehavior invocations.

In iNet, acon�gurationof antibodies(i.e.,behavior policy) is encodedasagene.
Agentsevolve their antibodycon�gurationssothat thecon�gurationsbecome�ne-
tunedto the currentand even unexpectedenvironmentconditions.This evolution
processoccursvia geneticoperationssuchasmutationandcrossover, whichalteran-
tibody con�gurations(genes)duringagentreproductionandreplication.Agentevo-
lution freesagentdevelopersfrom anticipatingall possibleenvironmentalchanges
andtuningtheiragents'antibodies(behavior policies)to thechangesatdesigntime.
Thissigni�cantly simpli�es theimplementationof agents.

2 Biologically-EnhancedsYstemarchitecturebeyondOrdinaryNetwork Designs
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Simulationresultsshow thatiNet allowsagentsto autonomouslyadaptto chang-
ing network environmentsby dynamically regulating their antigendetectionand
evolving their antibodiesthroughgenerations.

The secondfocusof this paperis an applicationdevelopmentenvironmentfor
iNet, calledBEYONDwork. BEYONDwork providesvisual andtextual languages
to designagentin an intuitive andeasy-to-understandmanner. It acceptsthevisual
modelsandtextualprogramsbuilt with theproposedlanguages,andtransformsthem
to Java codethat arecompilableandrunnableon a simulatorfor BEYOND. This
codegenerationenablesrapiddevelopmentandcon�gurationof agents,therebyim-
proving theproductivity of agentdevelopers.

2 DesignPrinciples in the BEYOND Ar chitecture

In BEYOND, agentsaredesignedbasedon thesix principlesdescribedbelow.

� Decentralization: Inspiredby biological systems(e.g.,beecolony), thereareno
centralentitiesto control andcoordinateagentsin BEYOND so that they canbe
scalableandsimpleby avoiding a singlepoint of performancebottlenecks[7] and
failures[8] andby avoidingany centralcoordinationin deploying agents[9].

� Autonomy: Similar to biologicalentities(e.g.,bees),agentssensetheir local net-
work environments,and basedon the sensedenvironmentconditions,they au-
tonomouslybehave andinteractwith eachotherwithout any interventionfrom/to
otheragentsandhumanusers.

� Emergence:In biologicalsystems,collective(group)behaviorsemergefrom local
interactionsof autonomousentities[10]. In BEYOND, agentsonly interactwith
nearbyagents.They behave accordingto dynamicchangesin environmentcondi-
tionssuchasuserdemandsandresourceavailability. Throughcollectivebehaviors
and interactionsof individual agents,desirablesystemcharacteristics(e.g., load
balancingandresourceef�ciency) emergein a swarmof agents.

� Lifecycle: Biological entitiesstrive to seekandconsumefood for living. In BE-
YOND, agentsstoreandexpendenergy for living. Eachagentgainsenergy in ex-
changefor performingits serviceto otheragentsor humanusers,andexpendsen-
ergy to usenetwork andcomputingresources(e.g.,bandwidthandmemory).The
abundanceor scarcityof storedenergy affectsagentlifecycle.For example,anen-
ergy abundanceindicateshighdemandto anagent;thus,theagentmaybedesigned
to favor reproductionor replicationto increaseits availability. An energy scarcity
(i.e.,anindicationof lackof demand)causesdeathof theagent.

� Homeostasis:Biological entitiesregulatetheir internalenvironmentsto maintain
stableconditions(e.g.,stablebody temperatureandblood �uid) even thoughex-
ternalenvironmentschange.Similarly, in BEYOND, agentsstrive to maintainthe
�tness (or the degreeof adaptation)to externalnetwork environments.Whenan
agent�nds thatits �tness decreases,it adjustsits antigendetectionpolicy sothatit
cankeepits �tness to dynamicnetwork environments.
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� Evolution: Biologicalentitiesevolveasaspeciesto increasethe�tness to theenvi-
ronmentacrossgenerations.In BEYOND,agentscollectively evolvetheirantibody
con�gurations(behavior policies)acrossgenerations.Agentsperformthisevolution
processby generatingbehavioral diversityandexecutingnaturalselection.Behav-
ioral diversitymeansthatdifferentagentspossessdifferentantibodycon�gurations
(behavior policies).Thisis generatedvia mutationandcrossoverduringagentrepli-
cationandreproduction.Naturalselectionretainstheagentsthatadaptwell to the
environment(i.e.,theagentsthathavebene�cial/effectivebehavior policiessuitable
for theenvironment)andeliminatetheagentsthatdoesnotadaptto theenvironment
(i.e., theagentsthathavedetrimental/ineffectivebehavior policies).

3 Agent Structure and Behaviors

Eachagentconsistsof attributes, bodyandbehaviors. Attributescarry descriptive
informationregardinganagent(e.g.,agentID andenergy level). Body implements
a functionalserviceanagentprovides.For example,anagentmayimplementaweb
servicein a datacenter, while anothermayimplementa scienti�c simulationmodel
in a grid computingsystem.Behaviors implementtheactionsinherentto all agents:

� Migration: Agentsmaymovebetweennetwork hosts.
� Energy exchangeand storage:Agentsmaygainenergy in exchangefor providing

their servicesto otheragentsor users.They may alsoexpendenergy for services
thatthey receive from otheragentsandfor resourcesavailableat thelocal network
host(e.g.,memoryspace).

� Replication: Agentsmay make their copiesin responseto higher energy level,
which indicateshigherdemandfor theagents.A replicatedagentis placedon the
host that its parentagentresideson, and it inherits the parent's antibodycon�g-
uration(behavior policy) aswell asthe half amountof the parent's energy level.
Mutationmayoccuron theinheritedantibodycon�guration.

� Reproduction: Agentsmayreproducechild agentswith otheragents(matingpart-
ners)runningontheir localhosts.A child agentis placedonthehostthatits parents
resideon,andit inheritsantibodycon�gurations(behavior policies)from bothpar-
entsthroughcrossover. Eachparentgivesa child agentthe quarteramountof its
energy level. Mutationmayoccuron theantibodycon�gurationof a child agent.

� Communication: Agentsmaycommunicatewith eachotherfor thepurposesof, for
example,requestingservices,exchangingenergy unitsor reproducingchild agents.

� Death: Agentsdie dueto energy starvation.If anagentcannotbalanceits energy
expenditurewith its energy gain, the agentcannotpay for the resourcesit needs;
thus,it diesfrom lack of energy. Whenanagentdies,all resourcesallocatedto the
agentarereleased.

Agentsexpenda certainamountof energy units to invoke eachbehavior (i.e.,
behavior cost)exceptthedeathbehavior.
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4 iNet: Agent Adaptation Mechanismin BEYOND

This sectionoverviews how the natural immunesystemworks (Section4.1) and
describeshow iNet is designedafterthenaturalimmunesystem(Section4.2).

4.1 Natural Immune System

Theimmunesystemis anadaptive defensemechanismto regulatethebodyagainst
dynamicenvironmentalchangessuchasantigeninvasions.Throughanumberof in-
teractionsamongvariouswhitebloodcells(e.g.,macrophagesandlymphocytes)and
molecules(e.g.,antibodies),the immunesystemevokestwo responsesto antigens:
innateandadaptiveresponses.

In the innateresponse,the immunesystemperformsself/non-selfdiscrimina-
tion. This responseis initiatedby macrophagesandT-cells,a typeof lymphocytes.
Macrophagesmove aroundthebody to ingestantigensandpresentthemto T-cells.
T-cellsareproducedin thymusthatperformsthenegative selection.In thenegative
selectionprocess,thymusremovesT-cells that stronglyreactwith the body's own
(self) cells.TheremainingT-cellsareusedasdetectorsto identify foreign(non-self)
cells. Whena T-cell(s) detectsa non-selfantigenpresentedby a macrophage,the
T-cell(s)secretechemicalsignalsto inducetheadaptiveresponse.

In theadaptive response,B-cells,anothertypeof lymphocytes,areactivatedby
T-cells.Someof theactivatedB-cellsstronglyreactto anantigen,andthey produce
antibodiesthatspeci�cally kill theantigen.Antibodiesform a network andcommu-
nicatewith eachother[11]. This immunenetwork is formedwith stimulationand
suppressionrelationshipsamongantibodies.With theserelationships,antibodiesdy-
namicallychangetheir populationsandnetwork structure.For example,the popu-
lation of speci�c antibodiesrapidly increasesfollowing thedetectionof an antigen
and,aftereliminatingtheantigen,decreasesagain.

In order to reacta massive numberof antigens,the immunesystemneedsto
be able to generatea variety of antibodies.A primary repertoireof antibodiesis
approximately109 usingimmunegenes.B-cellscanincreasethis repertoirefurther
by mutatingandrecombiningimmunegenesegmentssothatantibodiescanbind an
unlimitednumberof antigens[12].

The immunesystemregularly encountersanomaliessuchasimmunode�ciency
andautoimmunity. Immunode�ciency is aphenomenonthattheimmunesystemfails
to detectnon-selfantigensandproduceantibodiesto eliminatethem.Autoimmunity
is a phenomenonthat the immunesystemrecognizesthe constituentself cells as
non-self.This resultsin self-attacksvia overreactionof the immunesystem.When
the immunesystemfacessuchanomalies,it is alertedwith dangersignalsby cells
damagedby theanomalies[13]. Currently, two typesof dangersignalsareknown:
uric acid [14,15] andheatshockproteins(HSP)[16,17]. Uric acid is producedin
responseto immunode�ciency, andit stimulatesmacrophagessothatT-cellsdetects
non-selfantigensproperly. This acceleratesthe productionof antibodies.HSP is
producedin responseto autoimmunity. HSPreformsbrokenproteinsin macrophages
andT-cellssothatthey stopattackingselfcells.Thissuppressesantibodyproduction.
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Fig. 1. Designof iNet AdaptationMechanism

4.2 iNet Arti�cial Immune System

The iNet arti�cial immunesystemconsistsof the environmentevaluation(EE) fa-
cility andbehavior selection(BS) facility, which implementtheinnateandadaptive
immuneresponses,respectively (Figure1). TheEE facility allows anagentto con-
tinuouslysenseasetof currentenvironmentconditionsasanantigenandclassifythe
antigento self or non-self.A self antigenindicatesthat theagentadaptsto thecur-
rentenvironmentconditionswell, andanon-selfantigenindicatesit doesnot.When
theEEfacility detectsa non-selfantigen,it activatestheBS facility. TheBS facility
allows an agentto choosea behavior asan antibodythat speci�cally matcheswith
thedetectednon-selfantigen.

Envir onmentEvaluation Facility

TheEEfacility performstwo steps:initializationandself/non-selfclassi�cation.The
initialization stepproducesdetectorsthat identify self andnon-selfantigens.Each
antigenis representedasa featurevector(X), whichconsistsof asetof environment
conditions,or features,(Fi) anda classvalue(C):

X = (F1;F2; :::::;Fn;C) (1)

C indicateswhethera givenantigen(i.e.,a setof environmentconditions)is self
(0) or non-self(1). If anagentsensesresourceutilization andworkload(thenumber
of userrequests)on thelocal host,anantigenis representedasfollows.

Xcurrent = ((Low: ResourceUtil ization;Low: Workload);0) (2)
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Fig. 2. Initialization Stepin theEEFacility
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The initialization stepin theEE facility is designedafter thenegative selection
processin the immunesystem(Figure 2). As the immunesystemrandomlygen-
eratesT-cells �rst, the EE facility generatesdetectors(featurevectors)randomly.
Then,theEEfacility separatesthedetectorsinto selfdetectors,whichcloselymatch
with selfantigens,andnon-selfdetectors,whichdonotcloselymatchwith selfanti-
gens.This separationis performedvia similarity measurementbetweenrandomly
generatedfeaturevectors(X) andself antigens(S) that humanuserssupply. After
thevectormatching,bothself andnon-selfdetectorsarestoredin thedetectortable
(Figure2)3.

The secondstepin the EE facility is self/non-selfclassi�cation of an antigen
(a setof currentenvironmentconditions).It is performedwith a decisiontreebuilt
from detectorsin thedetectortableandclassi�esanantigeninto selfor non-self4 The
decisiontreeis built usingthe informationgain technique[18]. First, considerone
nodeasarootof decisiontree,andit containsall detectorsin thedetectortable.Then,
divide thedetectorsbasedon oneof featureinto two subsetsof detectors(Assume
thateachfeaturehastwo distinctvalues.)Eachsubsetgoesto oneof two child nodes.
If all detectorsin thesubsethave thesameclassvalue,thenthenodebecomesa leaf
nodewith the classvalue;otherwise,divide the subsetagainbasedon oneof the
otherfeaturesinto thesubsets.Informationgain techniquesuggestshow to selecta
featureat eachdividing stepsothatthenumberof pathsto leafnodesandtheheight
of treecanbeminimized.

Figure3 showsanexampleof decisiontree.Eachnodein thetreespeci�eswhich
feature(environmentcondition)is considered.Basedonthefeaturevaluesin agiven
antigen,theEE facility travelsthroughtreebranches.If theEEfacility classi�esthe
antigento non-self,it activatestheBS facility.

Behavior SelectionFacility

TheBS facility selectsan antibody(i.e., agent's behavior) suitablefor thedetected
non-selfantigen(i.e.,environmentconditions).Eachantibodyconsistsof threeparts:
a preconditionunderwhich it is selected,behaviorID andrelationshipsto otheran-
tibodies.Antibodiesare linked with eachother usingstimulationandsuppression
relationships.Eachantibodyhasits own concentrationvalue,which representsits
population.TheBS facility identi�es candidateantibodies(behaviors)suitablefor a
givennon-selfantigen(environmentconditions),prioritizesthembasedontheircon-
centrationvalues,andselectsthemostsuitableonefrom thecandidates.Whenpri-
oritizing antibodies(behaviors), stimulationrelationshipsbetweenthemcontribute

3 The immunesystemremovesnon-selfdetectorsthroughnegative selection.However, in
iNet, bothselfandnon-selfdetectorsareusedto performself/non-selfclassi�cation.

4 Thereasonsfor usingdecisiontreesasanantigenclassi�er areimplementationsimplicity
and algorithmic ef�ciency. Decisiontreesperform classi�cation much fasterthan other
algorithmssuchasclustering,supportvectormachineandMarkov modelalgorithms[18].
Theef�ciency of classi�cationis oneof themostimportantrequirementsin iNet because
eachagentperiodicallysensesandclassi�esits surroundingenvironmentconditions.
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Fig. 4. A GeneralizedAntibodyNetwork
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Fig. 5. An ExampleAntibodyNetwork

to increasetheir concentrationvalues,and suppressionrelationshipscontribute to
decreaseit. Eachrelationshiphasan af�nity value,which indicatesthe degreeof
stimulationor suppression.

Figure4 showsageneralizednetwork of antibodies.Theantibodyi stimulatesM
antibodiesandsuppressesN antibodies.mj i andmik denoteaf�nity valuesbetween
antibody j andi, andbetweenantibodyi andk. mi is an af�nity valuebetweenan
antigenandantibodyi. Theconcentrationof antibodyi, denotedby ai , is calculated
with thefollowing equations.

dAi(t)
dt

=

 
1
N

N

å
j= 1

mj i � a j (t) �
1
M

M

å
k= 1

mik � ak(t) + mi � k

!

� ai (t) (3)

ai (t) =
1

1+ exp(0:5� Ai (t))
(4)

In Equation(3), the �rst andsecondtermsin a bracket denotethe stimulation
andsuppressionfrom otherantibodies.mj i andmik arepositive between0 and1.
mi is 1 whenantibodyi is stimulateddirectly by anantigen,otherwise0. k denotes
thedissipationfactorrepresentingthenaturaldeathof anantibody. Equation(4) is a
sigmoidfunctionusedto squashtheAi(t) valuebetween0 and1.

Every antibody's concentrationis calculated200 timesrepeatedly. This repeat
countis obtainedfrom aprevioussimulationexperience[19]. If noantibodyexceeds
a prede�nedthresholdduring the 200 calculationsteps,the antibodywhosecon-
centrationvalueis thehighestis selected(i.e., winner-tales-allselection).If oneor
moreantibodies'concentrationvaluesexceedthethreshold,anantibodyis selected
basedontheprobabilityproportionalto theconcentrationvalues(i.e.,roulette-wheel
selection).

Figure5 shows an examplenetwork of antibodies.It containsfour antibodies,
which representthe migration,replicationanddeathbehaviors. Antibody 1 repre-
sentsthemigrationbehavior invokedwhenthedistanceto usersis far from anagent.
Antibody 1 suppressesAntibody 3 andstimulateAntibody 4. Now, supposethat a
(non-self)antigenindicates(1) thedistanceto usersis far, (2) workloadis heavy on
thelocalhostand(3) resourceutilizationis low onaneighboringplatform.Thisanti-
genstimulatesAntibodies1, 2 and4 simultaneously. Theirpopulationsincrease,and
Antibody 2's concentrationvaluebecomeshighestbecauseAntibody 2 suppresses
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Fig. 7. A GeneticOperations

Antibody4, which in turn suppressesAntibody1. As a result,theBS facility would
selectAntibody2.

Evolution of Antibodies

As Section4.1describes,theimmunesystemdiversi�es antibodiesby mutatingim-
munegenessothatantibodiescanreactto unanticipatedantigens.Similarly, iNet di-
versi�esantibodiesvia geneoperationssuchasmutationandcrossoversothatagents
canadaptto unanticipatedenvironmentconditions.In iNet, eachagentencodesand
possessesits own antibodycon�guration (behavior policy) asa setof genes(geno-
type).Theagentgenotypeconsistsof theantibodygenes,whichspecifythepresence
of antibodies,andtheaf�nity genes,which specifyrelationshipsamongantibodies
andtheir af�nity values.Whena new agentis born througha replicationor repro-
ductionprocess,it interpretsthegenesgivenby its parent(s)andform an antibody
network. Figure6 showsanexamplegenotypeandphenotype.

Eachagentperiodically keepstrack of its �tness, which quanti�es how much
it adaptsto the the currentenvironmentconditions.Agentsstrive to increasetheir
�tness valuesby alteringtheir genesthroughgenerations.Fitnessis calculatedasa
weightedsumof �tness factors( fi):

Fitness= å wi � fi (5)

Currently, iNet considersthe following six �tness factors.Eachfactorvalueis
non-negativebetween0 and1.

� Responsetime ( f1): R is the time for eachagentto processa singleuserrequest.
RT is the total of R andthe time for a userrequestandagentresponseto travel
betweena userandagent.

f1 =
R

RT
(6)

� Thr oughput ( f2): indicateshow many userrequestsagentsprocess.
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f2 =
# of userrequests processedbyall agents

Total # of userrequests
(7)

� Energy utility ( f3): indicatestherateof anagent'senergy expenditureto its energy
gainduringits lifetime.

f3 = 1�
Energy expenditure during l i f etime

Energy gain during l i f etime
(8)

� Load balance ( f4): indicateshow userrequests(workload) are distributed over
agents.m denotesthe numberof userrequeststhat an agentprocessesin a unit
time. µm denotesthe expectedaveragenumberof userrequeststhat eachagentis
expectedto process.Mmax denotesthe maximumnumberof userrequeststhat an
agentcanprocessin a unit time.

f4 = 1�
jm� µmj

Mmax
where µm =

Total # of userrequests
Total # of agents

(9)

� Resourceutilization balance( f5): indicateshow resourceutilization is distributed
over hosts.r denotesthe resourceutilization rateon the local host that an agent
resideson. This is measuredasthe ratio of theamountof resourcesconsumedby
agentson thehostto theamountof resourcesavailableon thehost.µr denotesthe
expectedaverageof resourceutilization rateoverall hoststhatagentsresideon.

f5 = 1� jr � µr j where µr =
Sumof resourceutil ization rate onall hosts

# of hosts that agents resideson
(10)

� Age ( f6): denotesthelifetime of anagent.Sis thetotal simulationtime.

f6 =
Li f etimeof an agent

S
(11)

Upon invoking the reproductionbehavior, eachagentsearchesmating partner
candidateswhose�tness valuesarehigher thanthe agent's �tness value.The can-
didatesare searchedon the local host. If the agentcannot�nd any candidates,it
performsthe replicationbehavior ratherthanthe reproductionbehavior. This mat-
ing partnerselectioncontributesto increasethe populationof agentsthat provide
servicesin higherdemandandmaintainhigher�tness.

In reproduction,two parentagentscontributetheirgenes,via crossover, to achild
agent.Theamountof theirgenecontributionsfollow theratioof their �tness values.
For example,in Figure7, the�tness valueratio is 3:2betweentheparentagent1 and
2. Thus,theparentagent1 contributes60%(3/5) of its genesto a child agent,and
theparentagent2 contributestherest(2/5).In replication,aparentagentcontributes
its wholegenesto a child agent.In bothreproductionandreplication,mutationmay
occuron the genesof a child agentin a certainprobability (mutationrate).A re-
producedchild inheritsthequarteramountof energy units from eachparent,anda
replicatedchild inheritsthehalf of energy unitsfrom its parent.
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Self-regulationProcess

As Section4.1 describes,the immunesystemregulatesitself with dangersignals
whenit detectsanomalies.Similarly, iNet allows eachagentto detectits own de�-
cienciesto recognizeantigens,i.e.,de�cienciesto evaluatewhetherit adaptswell to
thecurrentenvironmentconditions.Dueto thede�ciencies,someagentsmayinvoke
their behaviors whenthey adaptwell to thecurrentenvironmentconditions.Others
may not whenthey do not adaptto the currentenvironmentconditions.With iNet,
eachagentcanadjustits policiesfor antigenrecognitionso that it canperformits
behaviorsat theright time.

Figure8 describesthe�o w of theself-regulationprocess.Correspondingto dan-
gersignalssuchasUric acidsandHeatshockproteins,eachagentrespondsto two
typesof signals.Signal1 is producedwhenthecurrent�tness decreasesby classi-
fying thecurrentenvironmentconditionsasself andby not performingany behav-
iors even thoughan agentdoesnot adaptwell to the conditions(this corresponds
to immunode�ciency). Signal2 is producedwhenthe current�tness decreasesby
classifyingthecurrentenvironmentconditionsasnon-selfandby performinginap-
propriatebehaviors althoughthereis no necessityto performbehaviors becausean
agentadaptswell to theconditions(this correspondsto autoimmunity).

Whenan agentreceiveseitherof signals,it �ips the classvalue(self $ non-
self)of thedetector, which indicatesthemiss-classi�edenvironmentconditions.The
strengthof thedangersignalsis representedasaprobability, P, thatanagent�ips the
classvalue.The probability is calculatedtheweightedsumof the agent's previous
�tness,Ft� 1 andthedecayof thecurrent�tness,Ft� 1 � Ft asfollow:

P = a � Ft� 1 + (1� a) � (Ft� 1 � Ft) (12)
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Fig. 8. A Self-regulationProcess

5 Simulation Results

This sectionpresentsseveral simulationresultsto evaluatethe autonomousadapt-
ability of agents(network applications).Thesimulationsarecarriedout on theBE-
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YOND simulator. Figure9 showsasimulatednetwork asaserver farmconsistingof
network hostsconnectedin a10x10grid topology. BEYOND platformis runningon
eachnetwork host,andeachagentimplementsawebservice.Servicerequeststravel
from usersto agentsvia useraccesspoint.Thissimulationstudyassumesthata sin-
gle (emulated)userrunson the accesspoint andsendsservicerequeststo agents.
Whena userissuesa servicerequest,requestmessagesarebroadcastedto searcha
targetagentthatcanprocesstheissuedservicerequests.

In orderto investigatehow theself-regulation(theEEfacility) andevolutionpro-
cess(theBSfacility) impacttheadaptabilityof agents,threedifferenttypesof agents,
describedin Figure10,areevaluated.(1) R.ee+R.bs, anagentwith a randomlycon-
�gured tree in the EE facility anda randomlycon�gured antibodynetwork in the
BS facility doesnot performa regulationandevolution process,(2) R.EE+R.BS, an
agentwith a randomlycon�guredtreeanda randomlycon�guredantibodynetwork
doesdynamicallyperformaregulationandevolutionprocess,and(3) R.ee+R.bs, an
agentwith a manuallytunedtreeanda manuallytunedantibodynetwork; anddoes
alsodynamicallyperforma regulationandevolutionprocess.

At thebeginningof simulations,four agentsarerandomlydeployedon thenet-
work. This simulationgeneratesa randomworkloadfor web serviceagentsasde-
scribedin �gure 11.Theworkloadtraceis designedbasedonadaily requestratefor
thewww.ibm.comsitein February, 2001[20]. Therequestratepeaksto about5,500
requestspermin in themorningand9,000requestspermin in theevening.

Figure12 shows how agentsautonomouslyadapttheir populationto workload
changes.Whenagentsreceive requests,they startto provide their servicefor users
and gain more energy from users.Agents(M.EE+M.BS) successfullyadapttheir
populationin timely manner. For example,at 3:00,6:00,and15:00,whenthework-
loadsurges,they increasetheirpopulationby performingreplicationor reproduction
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behavior; subsequently, at 9:00 and18:00,when the workloaddrops,they imme-
diatelydecreasetheir populationby performingdeathbehavior. On theotherhand,
agents(R.ee+R.bs)did notperformany behaviorsbecausetheirEEfacility classi�ed
environmentconditions(e.g.,workloadis high) asself andalsotheir self-regulation
processis neverexecuted;sothey couldnotadapttheirpopulation.However, agents
(R.EE+R.BS)dynamicallyregulatetheir policiesfor environmentevaluationin the
EEfacility sothatthey performbehaviors to adapttheirpopulation.Especially, after
3:00, agentsstart to updatethe EE facility as a responseto dangersignals;sub-
sequently, althoughthey could not immediatelyreducetheir populationwhen the
workloaddropsat 9:00, they adjusttheEE facility andsuccessfullyperformdeath
behavior at about11:00.In addition,agents(R.EE+R.BS)mayinvoke inappropriate
behaviors (not suitablefor the currentenvironmentconditions)in the early stage
of simulationdue to a randomlycon�gured antibodynetwork. For example,be-
tween3:00 and 6:00, the plotted line for agentpopulationis swinging.This im-
pliesthatsomeagentskeepinvokingdeathbehaviors inappropriately. But, in thelate
stageof simulation,theplottedline is almostfollowing thatof manuallycon�gured
agents(M.EE+M.BS). It follows that agentstried to dynamicallyadjusttheir anti-
bodynetwork by performingreproductionbehavior. They reproducechildrenhaving
theadaptedantibodynetwork by which appropriatebehaviorsareselectedin timely
manner.

Figure13 shows how agentsautonomouslyadaptresponsetime for a user. At
the beginning of simulation,responsetime becomesvery high becauseonly four
agentsprocess2,000requestsa minuteanda distancebetweentheagentandusers
is long.However, afteragents(M.EE+M.BS)accumulateenoughenergy from users
andstartmigrating towardsusersor replicatingthemselves,they rapidly decrease
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responsetime. For example,at 3:00, 6:00, and 15:00, the responsetime dramati-
cally spikes(up to about7 sec)dueto the workloadsurges,but the agentsreduce
theresponsetimequickly by adaptingtheirpopulationasdescribedin Figure12.On
theotherhand,agents(R.ee+R.bs)cannotreducetheir responsetime at all because
they couldnot performany behaviors. However, whenagents(R.EE+R.BS)recog-
nizethattheEE facility wrongly evaluatedtheenvironmentconditions(i.e., receive
dangersignals)at3:00,they triedto regulateevaluationpoliciesin theEEfacility. In
addition,the reproducedchildrenkeepadjustingtheir antibodynetwork to perform
behaviorssuitablefor thecurrentenvironmentconditionsin timely manner.

Figure14alsoshowshow threedifferenttypesof agentsdynamicallyadapttheir
throughput.It is measuredasthe numberof responsesthat usersreceive a minute
from agents.Agents(M.EE+M.BS) successfullymaintainhigh throughputby dy-
namicallyadaptingtheir locationsandpopulationthroughmigrationandreproduc-
tion behaviorswhile agents(R.ee+R.bs)couldnot improvetheir throughputbecause
the agentsdid not migrateor replicateat all. Until 3:00,agents(R.EE+R.BS)also
couldnot improvetheir throughput.However, after3:00,theagentsregulatethebe-
havior invocationby dynamicallyupdatinga treein the EE facility, andthe repro-
ducedchildrenadjustan antibodynetwork in the BS facility to invoke appropriate
behaviors in timely manner. As theresult,they increasetheir throughput(i.e., tried
to reply all userrequestsin timely manner).

Figure15showstheaverage�tness valueof agents(i.e.,thedegreeof adaptation
to theenvironment)asdescribedin Section4.2.Agents(M.EE+M.BS)dynamically
improve their �tness valueto about0.60.7 while agents(R.ee+R.bs)couldnot im-
provethe�tnessvalue(althoughthe�tnessvalueslightly increasesbecauseof energy
utility (f3) andage(f6) factors).Ontheotherhand,agents(R.EE+R.BS)keeptrying
to improve their �tness valueafter3:00.In earlystageof simulation,becausetheir
iNet con�guration is not optimizedyet, theplottedline for �tness valueis swinging
(i.e., the �tness valueeasilydrops)comparedto thatof manuallycon�guredagents
(M.EE+M.BS).Someof agentswith high�tnessvaluemightdieunexpectedly.How-
ever, in the latestageof simulation,the traceof their �tness valueeventuallyclose
in that of manuallycon�gured agents.It follows that self-regulationandevolution
processcontributefor agentsto autonomouslyimprovetheir adaptabilityby dynam-
ically tuningtheir iNet con�gurations.

Finally, Figure16 shows thevarianceof agents'�tness values;that is, how the
�tness valuesarespreadaroundtheaverage.Thevariancefor agents(M.EE+M.BS)
hasgraduallyconverged.Thelowervarianceimpliesthateveryagents'�tness values
arecloseto eachother. Togetherwith theresultsin �gure 15, �gure 16explainsthat
mostagentsimprove their �tness valuesat the sametime. This concludesthat the
optimal or adaptedantibodynetwork is successfullyspreadout to othersurviving
agentsby evolution; thus,agentsadaptsto theenvironmentconditionswell through
generations.Agents(R.EE+R.BS)alsoreducethevariancegradually. However, the
plottedline is unstablecomparedto thatof manuallycon�guredagents.Someagents
still possesnon-adaptedantibodynetwork andtheninvoke inappropriatebehaviors.
Thismaykill agentswith high�tnessvalueandmakethespreadspeedof theadapted
iNet con�gurationslow.
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6 BEYONDwork: Agent DevelopmentEnvir onment in BEYOND

BEYONDwork is anapplicationdevelopmentenvironmentfor iNet. It providestwo
visualmodelinglanguagesandatextualprogramminglanguagefor con�guring envi-
ronmentconditions,detectorsandbehavior policies.Figure17 shows the iNet con-
�guration processwith BEYONDwork. BEYONDwork consistsof four facilities:
environmentcon�gurationfacility, EEcon�gurationfacility, BScon�gurationfacil-
ity andcodegenerator. The environmentcon�guration facility allows environment
conditiondesignersto con�gureenvironmentconditionswith avisuallanguage.The
EE con�guration facility allows agentdesignersto con�gure a set of detectorsto
identify selfandnon-selfantigens(seeSection4.2)basedonenvironmentconditions
con�gured in the environmentcon�guration facility. The BS con�guration facility
allows agentdesignersto con�gure their agents'behavior policies (antibodycon-
�guration) with visualor textual languages.Both languageshave thesamelevel of
expressiveness,andtheartifactsof the languages(modelsandprograms)aretrans-
parentlytranslatablewith eachother. Agent designerscan con�gure the behavior
policy of eachagentthroughtheuseof eitherlanguage.

Onceenvironmentconditions,detectorsanda behavior policy arecompletein
the form of visualmodelsor textual programs,thecodegeneratortransformsthem
to compilablesourcecodeby following a transformationrulebetweenthelanguages
andsourcecode.Thetransformationrulesareimplementedby platformdevelopers,
whoknow thedetailsof platformtechnologies.(e.g.,operatingsystems,middleware,
simulatorsandprogramminglanguages)Throughchangingonetransformationrule
to another, the codegeneratorcan generatesourcecodethat are compatiblewith
differentdeploymentenvironmentssuchassimulatorsandreal networks.Environ-
mentconditiondesignersandagentdesignersdo not have to write differentmod-
els/programsfor the sameagentrunning on differentplatform technologies.This
�e xible codegenerationfeatureimprovesthe productivity of agentdesigners.Cur-
rently, BEYONDwork supportsJavacodegenerationfor asimulatorin BEYOND.

Code Generator
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Environment
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Programming
Environment
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Config.
Facility

Behavior
Policies

Inter-
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Fig. 17. iNet Con�gurationwith BEYONDwork
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Figure18shows theenvironmentcon�gurationfacility. As Figure18 illustrates,
thevisuallanguagevisualizesanenvironmentconditionasa rectangle.Eachrectan-
gle cancontainarbitrarynumberof roundedrectanglesrepresentingcategoriesof a
correspondingenvironmentcondition.For example,in Figure18,theLocalWorkload
environmentcondition hastwo categories,HEAVYand LIGHT. Also, eachcategory
speci�esaconditionto classifyacorrespondingenvironmentcondition.In iNet,each
environmentconditionis supposedto have onerepresentative value,e.g.,workload
valueor the numberof agents,andthe representative valueis usedto identify the
category of a correspondingenvironmentcondition.For example,in Figure18, the
LocalWorkload environmentconditionis classi�ed asHIGHwhenits representative
valueexceeds200,otherwiseclassi�edasLIGHT.

Fig. 18.BEYONDwork EnvironmentCon�gurationFacility

The detailsof representative values,e.g., how and when to obtain the value,
are hidden from environment condition designersand agentdesigners.Platform
developersimplementsuchdetailson skeleton codegeneratedby the codegen-
erator. For example, the following is a fragmentof Java sourcecode generated
from theLocalWorkload environmentconditionin Figure18. By implementingthe
getRepValue method,e.g., returnsa requestrate,CPU load, or the summationof
them,a representative valueof anenvironmentconditionis retrievedandevaluated
againstconditionsspeci�edby eachcategory. Theenvironmentcon�gurationfacility
is implementedon EclipseGraphicalModeling Framework (GMF)5. The transfor-
mationsfrom visual modelsandJava sourcecodeare implementedwith a model-
codetransformationenginein openArchitectureware6.

class LocalWorkload extends EnvCondition{
enumCategory{ HIGH, LOW};
public Category evaluate(){

double repValue = getRepValue();

5 www.eclipse.org/gmf/
6 www.openarchitectureware.org
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if( repValue > 200 ){ return Category.HIGH; }
else{ return Category.LOW; }

}
private double getRepValue(){

// TODO:platform developers add code here
}

}

Figure19shows theEEcon�gurationfacility appearsasoneof windowsin BE-
YONDwork, locatedbelow theBS con�guration facility (Figure20). Eachcolumn
in thetablerepresentsanenvironmentconditioncon�guredin theenvironmentcon-
�guration facility (Figure 18) andeachrow representsa detector. The facility al-
lows agentdesignersto addand remove detectors,andcon�gure detectorsby se-
lectingthecategoriesof eachenvironmentcondition.For example,in Figure18, the
NumOfAgentsenvironmentconditionis con�guredto havethreecategories,MANY, MID
andFEW, andcells in thecorrespondingcolumnin Figure19 allows agentdesigners
to selectits valuefrom MANY, MIDandFEW. Froma setof detectors,BEYONDwork
automaticallycreateadecisiontreeanddeploys it in agents(seeSection4.2).

Fig. 19.BEYONDwork EECon�gurationFacility

Figure20 and21 show the visual modelingandtextual programmingenviron-
mentsin theBS con�guration facility, respectively. As Figure20 illustrates,thevi-
suallanguagevisualizesanantibodyasaroundedrectangle.Eachrectangleconsists
of threecompartments:(1) the nameand the initial concentrationof an antibody,
(2) an environmentconditionto which an antibodyreacts,and(3) an agentbehav-
ior andits properties.For example,in Figure20, AntibodyA 's initial concentration
valueis 5, andit representsthereproductionbehavior. Thebehavior is invokedwhen
LocalWorkload is high. A stimulation/suppressionrelationshipbetweenantibodies
is visualizedasan solid arrow betweenroundedrectangles.Eacharrow hasvalue,
which representsaf�nity valueof a relationship.As Figure20 demonstrates,thevi-
suallanguagesupportsall theconceptsin antibodycon�gurationsasbuilt-in model
elements,andagentdesignerscancon�gure antibodies(agentbehavior policies)in
anintuitiveandrapidmanner. TheBScon�gurationfacility is implementedonGMF
andopenArchitectureWareaswell astheenvironmentcon�gurationfacility.

In the textual language(Figure21), eachantibodyis de�ned with the built-in
keywordantibody . Theprogramin Figure21andthemodelin Figure20de�ne the
semanticallysameantibodycon�guration.As Figure21shows,thetextualprogram-
ming environmentin BEYONDwork showsbuilt-in keywordsin boldface,automat-
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Fig. 20.VisualModelingEnvironmentin BEYONDwork BSCon�gurationFacility

Fig. 21.TextualProgrammingEnvironmentin BEYONDwork BSCon�gurationFacility

ically performsa syntaxcheck,andreportssyntaxerrorswhile antibodydesigners
con�gure antibodies.In Figure21, a syntaxerror is reportedasa crossmark. (The
textual languagedoesnotsupportkeywordenergylevel but EnergyLevel becauseof
theenvironmentconditionsde�ned in Figure18.)Thetextualprogrammingenviron-
mentin theBScon�gurationfacility is implementedonEclipse.Thetransformations
from textual programsand Java sourcecodeare implementedwith a model-code
transformationenginein openArchitectureware.

Thefollowing is a fragmentof Java sourcecodegeneratedfrom thetextual pro-
gramin Figure21.

void setupAntibodiesOfINet(){
Antibody antibodyA =
new Antibody( "AntibodyA", 5, LocalWorkload.HIGH,
new Reproduction(
2.3, CROSSOVER.FITNESSBASED,PARTNER.FITNESSBASED) );

Antibody antibodyD =
new Antibody( "AntibodyD", 1, EnergyLevel.HIGH,
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new Migration( DirectionPolicy.USER ) );

ImmuneNetworkinet = getImmuneNetwork();
inet.add( antibodyA );
inet.add( antibobyD );
antibodyA.addAffinity( antibodyD, 5.3 );

}

TheBScon�gurationfacility allowsagentdesignersto notonly con�gure anan-
tibodycon�guration(behavior policy) from scratch,but alsoinvestigateand�ne tune
existing antibodycon�gurationsin runningagents.In iNet, antibodycon�gurations
areevolvedautomaticallyvia geneticoperations(seeSection4.2). The BS con�g-
urationfacility helpsagentdesignersto understandevolvedantibodycon�gurations
by showing it in avisualmanner, andexperiencedagentdesignerscan�ne-tune them
by hand.

Without the BS con�guration facility, agentdesignersneedto know the details
onhow to implementagentsin Java(e.g.,how to de�ne new agents,whereto imple-
mentantibodycon�guration code,andwhich iNet API to use.)For example,agent
designersneedto de�ne a new classextendingtheAgent classprovidedby a simu-
lator in BEYOND. Also, astheabove codefragmentshows, they needto write the
setupAntibodiesOfINet() methodusingiNet API in orderto con�gure theagent's
antibodies.The visualandtextual languageshide theseimplementationdetailsand
allow agentdesignersto focuson thedesignof antibodycon�gurations.In addition,
comparedwith theJavacodeshown above,amodelor programin theBScon�gura-
tion facility is easierto readandunderstand.

7 RelatedWork

This paperdescribesseveralextensionsto theprior work on iNet [19,21]. [19] does
not investigatethe iNet evolutionarymechanism.Thus,agentdesignersneededto
manuallyandcarefully con�gure antibodiesin their agentsat designtime. In con-
trast,the iNet evolutionarymechanismallows agentsto autonomouslyadjusttheir
antibodycon�gurationsat runtime;it doesnot requiremanualantibodycon�gura-
tions.[21] describespreliminarysimulationresultsof the iNet evolutionarymecha-
nism;however, it doesnot investigatethelanguagesin BEYONDwork aswell asthe
self-regulatorymechanismin theiNet EE facility.

TheBio-Networking Architecture[22] is similar to BEYOND in that it applies
biologicalprinciplesandmechanismsto allow networkapplicationsto autonomously
adaptto dynamicenvironmentalchangesin thenetwork.However, its adaptationen-
gineis differentfrom iNet. While iNet is designedafterimmuneresponses,[22] em-
ploysasimpleweightedsumcalculationfor behavior selection.Although[22] hasan
evolutionarymechanismthatdynamicallyadjustsweightvaluesin theweightedsum
calculation,agentdesignersstill needto manuallyde�ne a weightedsumequation
for eachbehavior andcon�gure a thresholdvaluefor eachweightedsumequation.
In contrast,iNet requiresnomanualcon�gurationwork for agentdesigners.
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Arti�cial immunesystemshave beenproposedandusedin variousapplication
domainssuchasanomalydetection[23] andpatternrecognition[24]. [23] focuses
on thegenerationof detectorsfor self/non-selfclassi�cationandimprovesthenega-
tive selectionprocessof thearti�cial immunesystem.[24] focuseson theaccuracy
for thematchmakingof anantigenandantibody. Unlike thosework, this paperpro-
posesan arti�cial immunesystemto improve autonomousadaptabilityof network
applications.To thebestof our knowledge,this work is the�rst attemptto applyan
arti�cial immunesystemto this domain.

In addition, someresearchwork [25] using arti�cial immunesystemsextend
theirwork with theconceptof dangersignals.[25] proposesthemechanismto detect
misbehavingnodesasantigensbasedoneventsequencesof routingprocessin adhoc
network. Dangersignalscontributeto reducethenumberof falsepositives(i.e., the
systemevaluatesa correctlyworking nodeasa misbehaving node)by dynamically
updatingthede�nition of normaleventsequences(self).Ontheotherhand,iNet self-
regulationprocessallowsagentsto respondfalsepositivesaswell asfalsenegatives
(i.e. thesystemcannotcatchunknown non-selfantigens).

BEYONDwork providesvisualandtextual languagesto con�gure iNet, i.e.,con-
�guring environmentconditions,detectorsandbehavior policies.The work of the
languagesin BEYONDwork is parallelto the existing researchon domainspeci�c
languages(DSLs)[26]. ThelanguagesareconsideredasDSLsfocusingon directly
capturingthe conceptsand mechanismsspeci�c to a particularproblemdomain.
ThereareseveralDSLs to modelbiologicalsystemssuchasbiochemicalnetworks
for simulatingandunderstandingbiological systems(e.g.,[27,28]). However, the
objective of the languagesin BEYONDwork is differentfrom theirs; languagesin
BEYONDwork aim to modelbiological (immunological)mechanismsfor building
autonomousandadaptive network applications.This work is the �rst attemptto in-
vestigatea DSL for biologically-inspirednetworking.

8 Conclusion

This paperdescribestheBEYOND architecture,which appliesbiologicalprinciples
andmechanismsto designevolvablenetwork applicationsthatautonomouslyadapt
to dynamicenvironmentalchangesin thenetwork.Thispaperproposestwo key com-
ponentsin BEYOND: (1) a self-regulatoryandevolutionaryadaptationmechanism
for agents,callediNet,and(2) anagentdevelopmentenvironment,calledBEYOND-
work. iNet allows eachagentto autonomouslysenseits surroundingenvironment
conditions(i.e., antigens)andadaptively invoke a behavior (i.e., antibody)suitable
for theconditions.iNet alsoallows eachagentto detectits own de�cienciesto rec-
ognizeantigensandregulateits policiesfor antigenrecognition.Agentsevolvetheir
antibodiesso that they adaptto unexpectedenvironmentalchanges.Simulationre-
sultsshow that agentsadaptto changingnetwork environmentsby self-regulating
their antigenrecognitionandevolving their antibodiesthroughgenerations.In ad-
dition, BEYONDwork providesvisual and textual languagesto con�gure iNet in
anintuitive andeasy-to-understandmanner. It acceptsthevisualmodelsandtextual
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programsbuilt with theproposedlanguages,andtransformsthemto Java codethat
arecompilableandrunnableona simulatorfor BEYOND. This codegenerationen-
ablesrapiddevelopmentcon�gurationof agents,therebyimproving theproductivity
of agentdevelopers.
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