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Summary. The BEYOND architectureappliesbiological principlesand mechanismso de-
signnetwork applicationghatautonomousladaptto dynamicervironmentalchangesn the
network. In BEYOND, eachnetwork applicationconsistof distributedsoftwareagentsanal-
ogousto a beecolory (application)consistingof multiple bees(agents) Eachagentprovides
a particularfunctionality of a network application,andimplementsbiological behaiors such
asenegy exchange migration, reproductionand replication. This paperdescribeswo key
componentsn BEYOND: (1) a self-regulatory and evolutionary adaptatiormechanisnfor
agentscallediNet, and(2) anagentdevelopmenternvironment,calledBEYONDwork. iNet is
designedifterthe mechanismeehindhow theimmunesystemdetectantigenge.g.,viruses)
andproducesantibodiesto eliminatethem. It modelsa setof ervironmentconditions(e.g.,
network trafc) asanantigenandanagentbehaior (e.g.,migration)asanantibody iNet al-
lows eachagentto autonomouslgenseéts surroundingervironmentconditions(i.e., antigens)
andadaptvely invoke abehaior (i.e.,antibody)suitablefor theconditionsIn iNet, acon gu-
rationof antibodiess encodedisa gene Agentsevolve their antibodiesothatthey canadapt
to unexpectedervironmentalchangesiNet alsoallows eachagentto detectits own de cien-
ciesto detectantigeninvasions(i.e., environmentalchangespandregulateits policy for anti-
gendetection.Simulationresultsshav that agentsadaptto changingnetwork environments
by self-rggulatingtheir antigendetectionand evolving their antibodiesthroughgenerations.
BEYONDwork providesvisualandtextual languageso designagentsn anintuitive manner

1 Intr oduction

Large-scaleetwork applicationssuchasdatacenterapplicationsandgrid comput-
ing applicationsfaceseveral critical challengesparticularly autonomyand adapt-
ability, asthey have beenincreasingn compleity andscalé. They areexpectecdto
autonomousladaptto dynamicervironmentalchangesn the network (e.g.,work-
load sumgesand resourceextinction) in orderto improve userexperience gxpand
applications'operationalongevity andreducemaintenanceost[3—-6].

Basedon an obsenation that various biological systemshave developedthe
mechanismaecessaryto meetthe above challengesthe proposedarchitecture,

1 For example,Google,Inc. reportedlyrunsover 450,000senersin its datacenterd1, 2].
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calledBEYOND?, applieskey biological principlesand mechanismso designau-
tonomousandadaptize network applicationsin BEYOND, eachapplicationis de-
signedasa decentralizedroupof softwareagentsThisis analogouso abeecolory
(application)consistingof multiple bees(agents) Eachagentprovidesa particular
functionality of a network application,andimplementshiological behaiors suchas
enegy exchangemigration,replication,reproductioranddeath.

This paperfocuseson two key componentsn BEYOND: (1) a self-regulatory
and evolutionary adaptationmechanisnfor agents,called iNet, and (2) an agent
developmentervironment,calledBEYONDwork. iNet is designedhafterthe mecha-
nismsbehindhow theimmunesystemdetectsantigenge.g.,viruses) how it specif-
ically producesantibodiesto eliminatethemandhow it evolvesantibodiesto react
a massive numberof antigensiNet modelsa setof ervironmentconditions(e.g.,
network traf ¢ andresourceavailability) asanantigenandan agentbehaior asan
antibody Eachagentcontaindts ownimmunesysteni.e.,iNet),andacon guration
of theagents antibodiesde nesits behaior policy, which determinesvhich behar-
ior to beinvokedin a givensetof environmentconditions.iNet allows eachagentto
autonomouslysensdts surroundingervironmentconditions(i.e., antigen)for eval-
uatingwhetherit adaptswell to the sensectonditions,andif it doesnot, adaptiely
invoke a behavior (i.e., antibody)suitablefor the conditions.For example,agents
may invoke the replicationbehaior atthe network hoststhatacceptalarge number
of userrequestgor their servicesThis leadsto the adaptatiorof agentavailability;
agentscanimprove their throughput Also, agentsmay invoke the migrationbehar-
ior to move towardthe network hoststhatreceve alargenumberof userrequestgor
their servicesThis resultsin the adaptatiorof agentlocations;agentscanimprove
theirresponsdime to userrequests.

iNet alsoallows eachagentto detectits own de cienciesto detectantigeninva-
sions,i.e., de cienciesto evaluatewhetherit adaptswell to the currentervironment
conditions.Due to the de ciencies,someagentsmay invoke their behaiors when
they have alreadyadaptedwell to the currentervironmentconditions.Othersmay
invoke no behaiors whenthey do not adaptto the currentervironmentconditions.
With iNet, eachagentcanregulateits policy for antigendetectionsothatit canper
form its behaviors attheright time. This self-regulationprocesss intendecdto avoid
thedegradatiorof agentadaptabilityandthewasteof resource&eonsumptionncurred
by unnecessarigehaior invocations.

In iNet, acon gurationof antibodieqi.e., behaior policy) is encodedisagene.
Agentsevolve their antibodycon gurationssothatthe con gurationshecomene-
tunedto the currentand even unexpectedervironmentconditions.This evolution
proces®ccursvia geneticoperationsuchasmutationandcrosseer, which alteran-
tibody con gurations(genesXuringagentreproductiorandreplication.Agentevo-
lution freesagentdevelopersfrom anticipatingall possibleenvironmentalchanges
andtuningtheiragents'antibodiegbehaior policies)to the changestdesigntime.
This signi cantly simpli es theimplementatiorof agents.

2 Biologically-EnhancedY stemarchitecturebeyond OrdinaryNetwork Designs
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Simulationresultsshav thatiNet allows agentdo autonomoushadaptto chang-
ing network environmentsby dynamically regulating their antigendetectionand
evolving their antibodieghroughgenerations.

The secondfocus of this paperis an applicationdevelopmentervironmentfor
iNet, called BEYONDwork. BEYONDwork providesvisual andtextual languages
to designagentin anintuitive andeasy-to-understanshanner It acceptghe visual
modelsandtextual programdbuilt with the proposedanguagesandtransformghem
to Java codethat are compilableand runnableon a simulatorfor BEYOND. This
codegeneratiorenablesapiddevelopmentandcon guration of agentstherebyim-
proving the productvity of agentdevelopers.

2 DesignPrinciples in the BEYOND Ar chitecture

In BEYOND, agentsaredesignedasedn the six principlesdescribedelow.

Decentralization: Inspiredby biological systemge.g.,beecolory), thereareno
centralentitiesto control and coordinateagentsin BEYOND so thatthey canbe
scalableandsimpleby avoiding a singlepoint of performanceéottleneckg7] and
failures[8] andby avoiding ary centralcoordinationin deploying agentq9].
Autonomy: Similar to biological entities(e.g.,bees)agentssenseheir local net-
work ervironments,and basedon the sensedernvironment conditions,they au-
tonomouslybehae andinteractwith eachotherwithout ary interventionfrom/to
otheragentsandhumanusers.

Emergence:In biologicalsystemscollective (group)behaiors emegefrom local
interactionsof autonomousentities[10]. In BEYOND, agentsonly interactwith
nearbyagentsThey behae accordingto dynamicchangesn ervironmentcondi-
tionssuchasuserdemandsndresourceavailability. Throughcollective behaiors
and interactionsof individual agents,desirablesystemcharacteristicge.g., load
balancingandresourceef ciency) emegein a swarmof agents.

Lifecycle: Biological entitiesstrive to seekand consumefood for living. In BE-
YOND, agentsstoreandexpendenengy for living. Eachagentgainsenegy in ex-
changefor performingits serviceto otheragentsor humanusersandexpendsen-
ergy to usenetwork andcomputingresourcege.g.,bandwidthandmemory).The
ahundanceor scarcityof storedenepy affectsagentlifecycle. For example,anen-
ergy alundancendicateshighdemando anagentthus,theagentmaybedesigned
to favor reproductionor replicationto increasdts availability. An enegy scarcity
(i.e.,anindicationof lack of demand)ausesieathof theagent.

Homeostasis:Biological entitiesregulatetheir internal ervironmentsto maintain
stableconditions(e.g., stablebody temperatureandblood uid) eventhoughex-
ternalervironmentschange Similarly, in BEYOND, agentsstrive to maintainthe
tness (or the degree of adaptation}o external network ervironments.Whenan
agent nds thatits tness decreasest adjustsits antigendetectionpolicy sothatit
cankeepits tnessto dynamicnetwork ervironments.
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Evolution: Biological entitiesevolve asa speciego increasehe tnessto theervi-

ronmentacrosgenerationsdn BEYOND, agentsollectively evolve theirantibody
con gurations(behavior policies)acrosgenerationsAgentsperformthisevolution
procesdy generatingoehavioral diversity andexecutingnaturalselection Behav-

ioral diversitymeanghatdifferentagentgpossesslifferentantibodycon gurations
(behavior policies).Thisis generatedia mutationandcrosseerduringagentrepli-

cationandreproductionNaturalselectionretainsthe agentshat adaptwell to the
ervironment(i.e.,theagentghathave bene cial/effective behaior policiessuitable
for theenvironment)andeliminatetheagentghatdoesnotadapto theenvironment
(i.e.,theagentghathave detrimental/ineiective behaior policies).

3 Agent Structur e and Behaviors

Eachagentconsistsof attributes body andbehavios. Attributescarry descriptve
informationregardingan agent(e.g.,agentlD andenegy level). Body implements
afunctionalserviceanagentprovides.For example,anagentmayimplementaweb
servicein a datacenter while anothemayimplementa scienti ¢ simulationmodel
in agrid computingsystem Behaviors implementthe actionsinherentto all agents:

Migration: Agentsmaymove betweemetwork hosts.

Energy exchangeand storage: Agentsmaygainenegy in exchangefor providing
their servicesto otheragentsor users.They may alsoexpendenegy for services
thatthey receive from otheragentsandfor resourcesvailableat thelocal network
host(e.g.,memoryspace).

Replication: Agentsmay make their copiesin responsdo higher enegy level,
which indicateshigherdemandor the agentsA replicatedagentis placedon the
hostthatits parentagentresideson, andit inheritsthe parents antibodycon g-
uration (behavior policy) aswell asthe half amountof the parents enegy level.
Mutationmayoccurontheinheritedantibodycon guration.

Reproduction: Agentsmayreproducechild agentswith otheragentgmatingpart-
ners)runningontheirlocalhosts A child agents placedonthehostthatits parents
resideon, andit inheritsantibodycon gurations(behaior policies)from bothpar
entsthroughcrosswer. Eachparentgivesa child agentthe quarteramountof its
enegy level. Mutationmay occuron theantibodycon gurationof a child agent.

Communication: Agentsmaycommunicatevith eachotherfor thepurposesf, for
example requestingervicesgxchangingenegy unitsor reproducingchild agents.

Death: Agentsdie dueto enegy stanation. If anagentcannotbalanceits enegy
expenditurewith its enegy gain, the agentcannotpay for the resourcest needs;
thus,it diesfrom lack of enegy. Whenanagentdies,all resourcesllocatedto the
agentarereleased.

Agentsexpenda certainamountof enegy units to invoke eachbehaior (i.e.,
behavior cost)exceptthe deathbehaior.
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4 iNet: Agent Adaptation Mechanismin BEYOND

This sectionoverviews how the naturalimmune systemworks (Section4.1) and
describesiow iNet is designedafterthe naturalimmunesystem(Sectior4.2).

4.1 Natural Immune System

Theimmunesystemis an adaptive defensemechanismnto regulatethe body against
dynamicernvironmentalchangesuchasantigeninvasions.Througha numberof in-

teractionsamongvariouswhite bloodcells(e.g.,macrophageandlymphog/tes)and
molecules(e.g.,antibodies)the immunesystemevokestwo responseso antigens:
innateandadaptiveresponses.

In the innate responsethe immune systemperformsself/non-selfdiscrimina-
tion. This responsas initiated by macrophageandT-cells, a type of lymphogytes.
Macrophagesnove aroundthe bodyto ingestantigensand presenthemto T-cells.
T-cellsareproducedn thymusthat performsthe negative selection.n the negative
selectionprocessthymusremoves T-cells that strongly reactwith the body's own
(self) cells. TheremainingT-cellsareusedasdetectorgo identify foreign (non-self)
cells. When a T-cell(s) detectsa non-selfantigenpresentedy a macrophagethe
T-cell(s) secretechemicalsignalsto inducethe adaptive response.

In the adaptve responseB-cells, anothertype of lymphogytes,areactivatedby
T-cells. Someof the activatedB-cells stronglyreactto anantigen,andthey produce
antibodieghatspeci cally kill theantigen.Antibodiesform a network andcommu-
nicatewith eachother[11]. This immunenetwork is formedwith stimulationand
suppressionelationshipsamongantibodiesWith theserelationshipsantibodiesdy-
namically changetheir populationsand network structure.For example,the popu-
lation of speci ¢ antibodiesrapidly increasegollowing the detectionof an antigen
and,aftereliminatingtheantigen,decreaseagain.

In orderto reacta massve numberof antigensthe immune systemneedsto
be ableto generatea variety of antibodies.A primary repertoireof antibodiesis
approximatelyl0° usingimmunegenesB-cells canincreasehis repertoirefurther
by mutatingandrecombiningmmunegenesegmentssothatantibodiesanbind an
unlimited numberof antigeng12].

Theimmunesystemregularly encounteranomaliessuchasimmunode ciengy
andautoimmunitylmmunode cieng is aphenomenothattheimmunesystenfails
to detectnon-selfantigensandproduceantibodiego eliminatethem.Autoimmunity
is a phenomenorthat the immune systemrecognizeghe constituentself cells as
non-self. This resultsin self-attacksvia overreactionof the immunesystemWhen
theimmunesystemfacessuchanomaliesit is alertedwith dangersignalsby cells
damagedy the anomalieq13]. Currently two typesof dangersignalsare known:
uric acid [14,15] and heatshockproteins(HSP)[16,17]. Uric acidis producedn
response&o immunode cieng, andit stimulatesmacrophagesothatT-cellsdetects
non-selfantigensproperly This accelerateshe productionof antibodies.HSP is
producedn responséo autoimmunity HSPreformsbrokenproteinan macrophages
andT-cellssothatthey stopattackingselfcells.This suppresseantibodyproduction.
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Fig. 1. Designof iNet AdaptationMechanism

4.2 iNet Arti cial Immune System

TheiNet arti cial immunesystemconsistsof the environmentevaluation(EE) fa-
cility andbehavior selection(BS) facility, whichimplementtheinnateandadaptve
immuneresponsegespectiely (Figurel). The EE facility allows anagentto con-
tinuouslysense setof currentervironmentconditionsasanantigenandclassifythe
antigento self or non-self.A self antigenindicatesthatthe agentadaptsto the cur-
rentervironmentconditionswell, anda non-selfantigenindicatesit doesnot. When
the EE facility detectsa non-selfantigen,it activatesthe BS facility. The BS facility
allows an agentto choosea behaior asan antibodythat speci cally matcheswith
thedetectechon-selfantigen.

Environment Evaluation Facility

TheEEfacility performstwo stepsinitialization andself/non-seltlassi cation.The
initialization stepproducesdetectorghat identify self and non-selfantigensEach
antigenis representedsa featurevector(X), which consistof a setof ernvironment
conditionsor features(F;) anda classvalue(C):

X= (Fp;F2; i Fny C) 1)
C indicateswhethera givenantigen(i.e., a setof ervironmentconditions)is self

(0) or non-self(1). If anagentsensesesourcautilization andworkload (the number
of userrequestspn thelocal host,anantigenis representedsfollows.

Xeurrert = ((Low: ResoucdJtilization; Low : Workl oad); 0) 2)
| | e,
yr ~ &] }

Fig. 2. Initialization Stepin the EE Facility Fig. 3. An ExampleDecisionTree
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The initialization stepin the EE facility is designedafter the negative selection
processin the immunesystem(Figure 2). As the immune systemrandomlygen-
eratesT-cells rst, the EE facility generatesletectorg(featurevectors)randomly
Then,the EE facility separatethedetectorsnto self detectorsyhich closelymatch
with selfantigensandnon-selfdetectorswhich do not closelymatchwith self anti-
gens.This separatioris performedvia similarity measuremeribetweenrandomly
generatedeaturevectors(X) and self antigens(S) that humanuserssupply After
thevectormatching both self andnon-selfdetectorsarestoredin the detectortable
(Figure2)3.

The secondstepin the EE facility is self/non-selfclassi cation of an antigen
(a setof currentervironmentconditions).It is performedwith a decisiontree built
from detectorsn thedetectotableandclassi esanantigeninto selfor non-self The
decisiontreeis built usingthe informationgaintechnique[18]. First, considerone
nodeasarootof decisiontree,andit containsall detectorsn thedetectotable.Then,
divide the detectorshasedon one of featureinto two subsetof detectorfAssume
thateachfeaturehastwo distinctvalues.)Eachsubsegoesto oneof two child nodes.
If all detectorsn the subsethave thesameclassvalue,thenthenodebecomes leaf
nodewith the classvalue; otherwise divide the subsetagainbasedon one of the
otherfeaturesnto the subsetsinformationgain techniquesuggestiow to selecta
featureat eachdividing stepsothatthe numberof pathsto leaf nodesandthe height
of treecanbeminimized.

Figure3 shavs anexampleof decisiontree.Eachnodein thetreespeci eswhich
feature(ernvironmentcondition)is consideredBasedonthefeaturevaluesin agiven
antigen the EE facility travelsthroughtreebrancheslf the EE facility classi esthe
antigento non-self it activatesthe BS facility.

Behavior SelectionFacility

The BS facility selectsan antibody(i.e., agents behaior) suitablefor the detected
non-selfantigen(i.e., environmentconditions) Eachantibodyconsistof threeparts:
apreconditionunderwhichit is selectedbehaviorlD andrelationshipgo otheran-
tibodies.Antibodiesare linked with eachother using stimulationand suppression
relationshipsEachantibodyhasits own concentrationvalue, which representsts
population.The BS facility identi es candidateantibodiegbehaiors) suitablefor a
givennon-selfantigen(ervironmentconditions) prioritizesthembasedntheircon-
centrationvalues,andselectghe mostsuitableonefrom the candidateswhenpri-
oritizing antibodies(behaiors), stimulationrelationshipsbetweenthem contritute

3 The immune systemremoves non-selfdetectorshroughnegative selection.However, in
iNet, bothselfandnon-selfdetectorsareusedto performself/non-selfclassi cation.

4 Thereasondor usingdecisiontreesasan antigenclassi er areimplementatiorsimplicity
and algorithmic ef ciency. Decisiontreesperform classi cation much fasterthan other
algorithmssuchasclustering supportvectormachineandMarkov modelalgorithms[18].
Theef ciency of classi cationis one of the mostimportantrequirementsn iNet because
eachagentperiodicallysensesndclassi esits surroundingernvironmentconditions.
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Fig. 4. A GeneralizedAntibody Network Fig. 5. An ExampleAntibody Network

to increasetheir concentrationvalues,and suppressionelationshipscontribute to
decreasét. Eachrelationshiphasan af nity value, which indicatesthe degree of
stimulationor suppression.

Figure4 shovs ageneralizedhetwork of antibodiesTheantibodyi stimulatesM
antibodiesandsuppressebl antibodiesmj; andmy denoteaf nity valuesbetween
antibody j andi, andbetweenantibodyi andk. m; is anaf nity valuebetweenan
antigenandantibodyi. The concentratiorof antibodyi, denotedy a;, is calculated

with thefollowing equations.
|

A 1N 1M o
- N ,-?lm” a) o Ing\k at)y+m k&) 3)
a(t) = ! @

1+ exp(0:5  Ai(t)

In Equation(3), the rst andsecondtermsin a braclet denotethe stimulation
andsuppressiorirom other antibodies.m;; and my are positive between0 and 1.
m; is 1 whenantibodyi is stimulateddirectly by anantigen,otherwise0. k denotes
thedissipatiorfactorrepresentinghe naturaldeathof anantibody Equation(4) is a
sigmoidfunctionusedto squastthe A;(t) valuebetweerD andl.

Every antibodys concentratioris calculated200 timesrepeatedly This repeat
countis obtainedrom a previoussimulationexperiencg19]. If noantibodyexceeds
a prede nedthresholdduring the 200 calculationsteps,the antibodywhosecon-
centrationvalueis the highestis selectedi.e., winnertales-allselection).If oneor
moreantibodies'concentratiorvaluesexceedthe threshold an antibodyis selected
basedntheprobabilityproportionalto theconcentratiorvalues(i.e., roulette-wheel
selection).

Figure 5 shavs an examplenetwork of antibodies It containsfour antibodies,
which representhe migration, replicationand deathbehaiors. Antibody 1 repre-
sentghemigrationbehaior invokedwhenthedistanceo userds far from anagent.
Antibody 1 suppresseéntibody 3 and stimulateAntibody 4. Now, supposehat a
(non-self)antigenindicates(1) the distanceo usersis far, (2) workloadis heary on
thelocalhostand(3) resourcautilizationis low onaneighboringplatform. This anti-
genstimulatesAntibodiesl, 2 and4 simultaneouslyTheir populationsncreaseand
Antibody 2's concentratiorvalue becomesighestbecauseAntibody 2 suppresses
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Fig. 6. PhenotypeandGenotypeof Antibody Network Fig. 7. A GeneticOperations

Antibody 4, whichin turn suppresseAntibody 1. As aresult,the BS facility would
selectAntibody 2.

Evolution of Antibodies

As Section4.1 describestheimmunesystemdiversi es antibodiedy mutatingim-
munegenessothatantibodiesanreactto unanticipatedntigensSimilarly, iNet di-
versi esantibodies/ia geneoperationsuchasmutationandcrosseersothatagents
canadaptto unanticipatecernvironmentconditions.In iNet, eachagentencodesand
possesseits own antibodycon guration (behavior policy) asa setof genesgeno-
type).Theagentgenotypeconsistf theantibodygeneswhich specifythe presence
of antibodiesandthe af nity geneswhich specifyrelationshipsamongantibodies
andtheir af nity values.Whena new agentis bornthrougha replicationor repro-
ductionprocessit interpretsthe genesgiven by its parent(s)andform an antibody
network. Figure6 shavs anexamplegenotypeandphenotype.

Eachagentperiodically keepstrack of its tness, which quanti es how much
it adaptsto the the currentervironmentconditions.Agentsstrive to increasetheir
tness valuesby alteringtheir geneshroughgenerationskFitnessis calculatedasa
weightedsumof tness factors(f;):

Fitness g w f; (5)

Currently iNet considerghe following six tness factors.Eachfactorvalueis
non-ngyative betweerD and1.

Responsdime (f1): Ris thetime for eachagentto processa singleuserrequest.
RT is the total of R andthe time for a userrequestand agentresponseo travel
betweera userandagent.

fi= = (6)

Throughput (f2): indicateshow mary userrequestagentprocess.
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_ #of userrequess processedyall agerts

f
2 Total # of userrequess

@)

Energy utility (fs3): indicatesherateof anagentsenegy expenditureto its enegy
gainduringits lifetime.

Energy expendture during li fetime
Enemgy gainduring li fetime

(8)

f3:

Load balance (f4): indicateshow userrequestgworkload) are distributed over
agents.m denotesthe numberof userrequestghat an agentprocessesn a unit
time. um denoteghe expectedaveragenumberof userrequestghat eachagentis
expectedto processMpmax denotegshe maximumnumberof userrequestghatan
agentcanprocessn a unittime.

im Hmj where L = Total # of userrequess
Mmax Total # of agerts

fa=1 9)

Resourceutilization balance(fs): indicateshow resourcautilizationis distributed
over hosts.r denotesthe resourceutilization rate on the local hostthat an agent
resideson. This is measuredhsthe ratio of the amountof resourcesonsumedy
agentson the hostto the amountof resourcesvailableon the host.|u, denoteghe
expectedaverageof resourcautilization rateover all hoststhatagentsesideon.

Sumof resouce utilization rate onall hogs

fs=1 r wiwheep = # of hodsthat agertsresiceson (10)
Age (fg): denoteghelifetime of anagent.Sis thetotal simulationtime.
o = Lifetimeof anagert 1)

S

Upon invoking the reproductionbehavior, eachagentsearchesnating partner
candidatesvhose tness valuesare higherthanthe agents tness value.The can-
didatesare searchedn the local host. If the agentcannot nd arny candidatesit
performsthe replicationbehaior ratherthanthe reproductionbehaior. This mat-
ing partnerselectioncontributesto increasethe populationof agentsthat provide
servicedn higherdemandandmaintainhigher tness.

In reproductiontwo parentagentcontributetheirgenesyia crosseer, to a child
agent.Theamountof their genecontributionsfollow theratio of their tness values.
For example,in Figure7, the tnessvalueratiois 3:2 betweerthe parentagentl and
2. Thus,the parentagentl contributes60% (3/5) of its genego a child agent,and
theparentagent2 contributestherest(2/5). In replication,a parentagentcontributes
its wholegenedo a child agent.In bothreproductiorandreplication,mutationmay
occuron the genesof a child agentin a certainprobability (mutationrate). A re-
producedchild inheritsthe quarteramountof enegy units from eachparent,anda
replicatedchild inheritsthe half of enegy unitsfrom its parent.
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Self-regulation Process

As Section4.1 describesthe immune systemregulatesitself with dangersignals
whenit detectsanomaliesSimilarly, iNet allows eachagentto detectits own de -

cienciesto recognizeantigensj.e., de cienciesto evaluatewhetherit adaptavell to
thecurrentervironmentconditions.Dueto thede ciencies,someagentsnayinvoke
their behaviors whenthey adaptwell to the currentervironmentconditions.Others
may not whenthey do not adaptto the currentervironmentconditions.With iNet,
eachagentcanadjustits policiesfor antigenrecognitionso thatit canperformits
behaiorsattherighttime.

Figure8 describeshe o w of the self-regulationprocessCorrespondingo dan-
gersignalssuchasUric acidsandHeatshockproteins,eachagentrespondgo two
typesof signals.Signal 1 is producedwhenthe current thess decreaseby classi-
fying the currenternvironmentconditionsasself andby not performingary behar-
iors even thoughan agentdoesnot adaptwell to the conditions(this corresponds
to immunode cieng). Signal 2 is producedwhenthe current tness decreasedy
classifyingthe currentervironmentconditionsasnon-selfandby performinginap-
propriatebehaiors althoughthereis no necessityto performbehaiors becausan
agentadaptswell to the conditions(this corresponds$o autoimmunity).

When an agentreceveseither of signals,it ips the classvalue (self $ non-
self) of thedetectoywhichindicateghe miss-classi edervironmentconditions.The
strengthof thedangeirsignalsis representedsa probability, P, thatanagentips the
classvalue.The probability is calculatedthe weightedsum of the agents previous
tness, i 1 andthedecayof thecurrenttness, ik 1 R asfollow:

P=a R 1+(1 a) (R1 F) (12)

Fig. 8. A Self-regulationProcess

5 Simulation Results

This sectionpresentsseveral simulationresultsto evaluatethe autonomousdapt-
ability of agentgnetwork applications)The simulationsare carriedout on the BE-
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Fig. 9. A Simulated\Network Fig. 10. AgentType
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Fig. 11. Workload Fig. 12. Populationof Agents

Y OND simulator Figure9 showns a simulatednetwork asa senerfarmconsistingof
network hostsconnectedn a 10x10grid topology BEYOND platformis runningon
eachnetwork host,andeachagentmplementsawebservice Servicerequestsravel
from usersto agentsvia useraccespoint. This simulationstudyassumeshata sin-
gle (emulated)userruns on the accesoint and sendsservicerequestgo agents.
Whena userissuesa servicerequestyequesimessagearebroadcastetb searcha
targetagentthatcanprocessheissuedservicerequests.

In orderto investigatehow theself-regulation(the EE facility) andevolution pro-

cesqtheBSfacility) impacttheadaptabilityof agentsthreedifferenttypesof agents,
describedn Figure 10, areevaluated(1) R.ee+R.bsanagentwith arandomlycon-
gured treein the EE facility and a randomlycon gured antibodynetwork in the
BS facility doesnot performaregulationandevolution process(2) R.EE+R.BSan
agentwith arandomlycon guredtreeandarandomlycon guredantibodynetwork
doesdynamicallyperformaregulationandevolution processand(3) R.ee+R.bsan
agentwith a manuallytunedtreeanda manuallytunedantibodynetwork; anddoes
alsodynamicallyperformaregulationandevolution process.

At the beginning of simulations four agentsarerandomlydeployed on the net-
work. This simulationgenerates randomworkloadfor web serviceagentsasde-
scribedin gure 11.Theworkloadtraceis designedasedn a daily requestatefor
thewww.ibm.comsitein February2001[20]. Therequestatepeakso about5,500
requestpermin in themorningand9,000requestpermin in theevening.

Figure 12 shavs how agentsautonomoushadapttheir populationto workload
changesWhenagentsreceve requeststhey startto provide their servicefor users
and gain more enegy from users.Agents (M.EE+M.BS) successfullyadapttheir
populationin timely mannerFor example,at 3:00,6:00,and15:00,whenthe work-
loadsumes they increasaheir populationby performingreplicationor reproduction
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behaior; subsequentlyat 9:00 and 18:00, when the workload drops,they imme-
diately decreaseheir populationby performingdeathbehaior. On the otherhand,
agentgR.ee+R.bsjlid notperformary behaiors becausé¢heir EE facility classi ed
ervironmentconditions(e.g.,workloadis high) asself andalsotheir self-regulation
processs never executedsothey couldnotadapttheir population However, agents
(R.EE+R.BS)lynamicallyregulatetheir policiesfor ervironmentevaluationin the
EE facility sothatthey performbehaviorsto adapttheir population Especially after
3:00, agentsstartto updatethe EE facility asa responseo dangersignals;sub-
sequentlyalthoughthey could not immediatelyreducetheir populationwhen the
workloaddropsat 9:00, they adjustthe EE facility and successfullyperformdeath
behaior atabout11:00.In addition,agent§ R.EE+R.BS)mayinvoke inappropriate
behaiors (not suitablefor the currentenvironmentconditions)in the early stage
of simulationdue to a randomly con gured antibody network. For example, be-
tween 3:00 and 6:00, the plotted line for agentpopulationis swinging. This im-
pliesthatsomeagentkeepinvoking deathbehaiorsinappropriatelyBut, in thelate
stageof simulation,the plottedline is almostfollowing thatof manuallycon gured
agents(M.EE+M.BS). It follows that agentstried to dynamicallyadjusttheir anti-
bodynetwork by performingreproductiorbehaior. They reproducechildrenhaving
theadaptedantibodynetwork by which appropriatdbehaiors areselectedn timely
manner

Figure 13 shavs how agentsautonomouslyadaptresponsdime for a user At
the beginning of simulation,responsdime becomesvery high becauseonly four
agentgproces2,000requestsa minuteanda distancebetweerthe agentand users
is long. However, afteragentdM.EE+M.BS)accumulateenoughenegy from users
and start migrating towardsusersor replicatingthemseles, they rapidly decrease
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responsdime. For example,at 3:00, 6:00, and 15:00, the responsdime dramati-
cally spikes (up to about7 sec)dueto the workload surges,but the agentsreduce
theresponsdéime quickly by adaptingheir populationasdescribedn Figure12.0n
the otherhand,agentgR.ee+R.bsfannotreducetheir responsdime at all because
they could not performarny behaiors. However, whenagentgR.EE+R.BS)recog-
nizethatthe EE facility wrongly evaluatedthe ervironmentconditions(i.e., receve
dangersignals)at 3:00,they tried to regulateevaluationpoliciesin the EE facility. In
addition,the reproducechildrenkeepadjustingtheir antibodynetwork to perform
behaviors suitablefor the currentervironmentconditionsin timely manner

Figure14 alsoshows how threedifferenttypesof agentsdynamicallyadapttheir
throughput.lt is measuredasthe numberof responseshat usersreceve a minute
from agents Agents(M.EE+M.BS) successfullymaintainhigh throughputby dy-
namicallyadaptingtheir locationsandpopulationthroughmigrationandreproduc-
tion behaiors while agentgR.ee+R.bsgouldnotimprove theirthroughputecause
the agentsdid not migrateor replicateat all. Until 3:00, agents(R.EE+R.BS)also
couldnotimprove their throughputHowever, after 3:00,the agentsegulatethe be-
havior invocationby dynamicallyupdatinga treein the EE facility, andthe repro-
ducedchildrenadjustan antibodynetwork in the BS facility to invoke appropriate
behaiors in timely manner As theresult,they increaseheir throughput(i.e., tried
to reply all userrequestsn timely manner).

Figurel5shonstheaveragetness valueof agentdi.e.,thedegreeof adaptation
to theervironment)asdescribedn Section4.2. Agents(M.EE+M.BS)dynamically
improve their tness valueto about0.6 0.7 while agentyR.ee+R.bsyouldnotim-
provethe tnessvalue(althoughthe tnessvalueslightly increasebecausef enegy
utility (f3) andage(f6) factors).Ontheotherhand,agent§R.EE+R.BSkeeptrying
to improve their tness valueafter 3:00.In early stageof simulation,becauséheir
iNet con gurationis not optimizedyet, the plottedline for tness valueis swinging
(i.e.,the tness valueeasilydrops)comparedo thatof manuallycon gured agents
(M.EE+M.BS).Someof agentswith high tnessvaluemightdie unexpectedlyHow-
ever, in the late stageof simulation,the traceof their tness value eventuallyclose
in that of manuallycon gured agents|t follows that self-regulationand evolution
procesgontributefor agentso autonomouslymprove their adaptabilityby dynam-
ically tuningtheiriNet con gurations.

Finally, Figure 16 shows the varianceof agents' thess values;thatis, how the

tness valuesarespreadaroundthe average The variancefor agent{M.EE+M.BS)
hasgraduallycorverged.Thelowervarianceémpliesthateveryagents' tness values
arecloseto eachother Togethemith theresultsin gure 15, gure 16 explainsthat
mostagentsimprove their tness valuesat the sametime. This concludeghatthe
optimal or adaptedantibodynetwork is successfullyspreadout to othersurviving
agentshy evolution; thus,agentsadaptdo the ervironmentconditionswell through
generationsAgents(R.EE+R.BS)lsoreducethe variancegradually However, the
plottedline is unstablecomparedo thatof manuallycon guredagentsSomeagents
still possesion-adaptedntibodynetwork andtheninvoke inappropriatebehaiors.
Thismaykill agentswith high tnessvalueandmakethespreadspeedf theadapted
iNet con gurationslow.
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6 BEYONDwork: Agent DevelopmentEnvironmentin BEYOND

BEYONDwork is anapplicationdevelopmentervironmentfor iNet. It providestwo
visualmodelinglanguagesndatextual programmindanguagédor con guring envi-
ronmentconditions,detectorsandbehaior policies.Figure17 shavs theiNet con-
guration processwith BEYONDwork. BEYONDwork consistsof four facilities:
ervironmentcon gurationfacility, EE con gurationfacility, BS con gurationfacil-
ity andcodegeneratarThe ervironmentcon guration facility allows ernvironment
conditiondesignergo con gure ervironmentconditionswith avisuallanguageThe
EE con guration facility allows agentdesignergso con gure a setof detectorsto
identify selfandnon-selfantigengseeSectior4.2) basedn ernvironmentconditions
con gured in the environmentcon guration facility. The BS con guration facility
allows agentdesignerdo con gure their agents'behaior policies (antibodycon-
guration) with visual or textual languagesBoth languageave the samelevel of
expressvenessandthe artifactsof the languagegmodelsand programs)aretrans-
parentlytranslatablewith eachother Agent designerscan con gure the behavior
policy of eachagentthroughthe useof eitherlanguage.
Onceervironmentconditions,detectorsand a behaior policy are completein
the form of visual modelsor textual programsthe codegeneratotransformshem
to compilablesourcecodeby following atransformationrule betweerthelanguages
andsourcecode.Thetransformatiorrulesareimplementeddy platformdevelopers,
whoknow thedetailsof platformtechnologies(e.g.,operatingsystemsmiddlewvare,
simulatorsand programminganguages) hroughchangingonetransformatiorrule
to another the code generatorcan generatesourcecodethat are compatiblewith
differentdeploymentervironmentssuchas simulatorsandreal networks. Environ-
mentcondition designersand agentdesignersdo not have to write differentmod-
els/programdor the sameagentrunning on different platform technologiesThis
e xible codegeneratiorfeatureimprovesthe productiity of agentdesignersCur
rently, BEYONDwork supportslava codegeneratiorfor asimulatorin BEYOND.

Env. Condition Agent
Designers Designers

¥
(] \ BEYONDworD
Env.
Config.
Facilit .
i EE Visual Textual BS
Config. Modeling Programming i
Facility Environment Environment | | €onfig.
Facility
@ J\/l Inter- _\”/-

o h bl
Cond. @ @ c(z:n_gfal>e Behavior
Detectors Y Policies

Code Generator

& g gl gl L4 /
Simulator App. for App. for g Platform
code data center Developers

Fig. 17.iNet Con gurationwith BEYONDwork




16 ChonhoLee, Hiroshi WadaandJunichiSuzuki

Figure18 shavs the ervironmentcon gurationfacility. As Figure18illustrates,
thevisuallanguagevisualizesanernvironmentconditionasarectangle Eachrectan-
gle cancontainarbitrarynumberof roundedrectanglesepresentingategoriesof a
correspondingrnvironmentcondition.For example,in Figure18,theLocalworkload
ernvironmentcondition hastwo cateyories,HEAVYand LIGHT Also, eachcategory
speci esaconditionto classifyacorrespondingrnvironmentcondition.In iNet, each
ervironmentconditionis supposedo have onerepresentatie value,e.g.,workload
value or the numberof agentsandthe representatie valueis usedto identify the
catagyory of a correspondingervironmentcondition. For example,in Figure 18, the
LocalWorkload ervironmentconditionis classi ed asHIGHwhenits representatie
valueexceed=200, otherwiseclassi edasLIGHT

Fig. 18. BEYONDwork EnvironmentCon guration Facility

The details of representatie values,e.g., how and when to obtain the value,
are hiddenfrom ernvironment condition designersand agentdesigners Platform
developersimplementsuch details on skeleton code generatedoy the code gen-
erator For example, the following is a fragmentof Java sourcecode generated
from the Localworkload ervironmentconditionin Figure18. By implementingthe
getRepValue method,e.g.,returnsa requestrate, CPU load, or the summationof
them,a representatie value of an ervironmentconditionis retrieved and evaluated
againstonditionsspeci edby eachcategyory. Theervironmentcon gurationfacility
is implementecbn Eclipse GraphicalModeling Framavork (GMF)®. The transfor
mationsfrom visual modelsand Java sourcecodeare implementedwith a model-
codetransformatiorenginein openArchitecturaare®.,

class LocalWorkload extends EnvCondition{
enum Category{ HIGH, LOW};
public Category evaluate(){
double repValue = getRepValue();

5 www.eclipse.og/gmf/
6 www.openarchitectureare.og
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if(  repValue > 200 ){ return Category.HIGH; }
else{ return Category.LOW; }

}
private double getRepValue()}{

/I TODO:platform developers add code here

}
}

Figure19 shavs the EE con gurationfacility appearsasoneof windowsin BE-
Y ONDwork, locatedbelon the BS con guration facility (Figure20). Eachcolumn
in thetablerepresentanervironmentconditioncon guredin the ervironmentcon-
guration facility (Figure 18) and eachrow representsa detector The facility al-
lows agentdesignerdo add and remove detectorsand con gure detectorsby se-
lectingthe catgyoriesof eachervironmentcondition.For example,in Figure18,the
NumOfAgentervironmentconditionis con guredto have threecategories MANYVID
andFEWandcellsin the correspondingolumnin Figure19 allows agentdesigners
to selectits valuefrom MANYMIDand FEWFrom a setof detectorsBEYONDwork
automaticallycreatea decisiontreeanddeploysit in agentgseeSection4.2).

Fig. 19.BEYONDwork EE Con guration Facility

Figure 20 and 21 shaw the visual modelingandtextual programmingerviron-
mentsin the BS con guration facility, respectiely. As Figure 20 illustrates,the vi-
suallanguagevisualizesanantibodyasaroundedrectangle Eachrectangleconsists
of threecompartments(1) the nameandthe initial concentratiorof an antibody
(2) an environmentconditionto which an antibodyreacts,and(3) an agentbeha-
ior andits propertiesFor example,in Figure 20, AntibodyA's initial concentration
valueis 5, andit representshereproductiorbehaior. Thebehaior is invokedwhen
LocalWorkload is high. A stimulation/suppressiorelationshipbetweenantibodies
is visualizedasan solid arrov betweenroundedrectanglesEacharrov hasvalue,
which representaf nity valueof arelationshipAs Figure20 demonstrateghe vi-
suallanguagesupportsall the conceptsn antibodycon gurationsasbuilt-in model
elementsandagentdesignersancon gure antibodiegagentbehaior policies)in
anintuitive andrapidmannerTheBS con gurationfacility is implementecon GMF
andopenArchitecture\&reaswell asthe ernvironmentcon gurationfacility.

In the textual language(Figure 21), eachantibodyis de ned with the built-in
keyword antibody . The programin Figure21 andthe modelin Figure20 de ne the
semanticallysameantibodycon guration.As Figure21 shows, thetextual program-
ming ernvironmentin BEYONDwork shavs built-in keywordsin boldface ,automat-
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Fig. 20.VisualModeling Environmentin BEYONDwork BS Con guration Facility

Fig. 21. Textual Programmingznvironmentin BEYONDwork BS Con guration Facility

ically performsa syntaxcheck,andreportssyntaxerrorswhile antibodydesigners
con gure antibodiesIn Figure21, a syntaxerroris reportedasa crossmark. (The
textuallanguageloesnotsupportkeywordenergylevel but EnergyLevel becausef
theervironmentconditionsde nedin Figure18.) Thetextual programmingerviron-
mentin theBS con gurationfacility is implementedn Eclipse.Thetransformations
from textual programsand Java sourcecode are implementedwith a model-code
transformatiorenginein openArchitecturezare.

Thefollowing is a fragmentof Java sourcecodegeneratedrom thetextual pro-
gramin Figure21.

void setupAntibodiesOfINet(){
Antibody antibodyA =
new Antibody( "AntibodyA", 5, LocalWorkload.HIGH,
new Reproduction(
2.3, CROSSOVER.FITNESSBASHIRTNER.FITNESSBASER
Antibody antibodyD =
new Antibody( "AntibodyD", 1, EnergylLevel.HIGH,
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new Migration(  DirectionPolicy. USER ) );

ImmuneNetworkinet = getimmuneNetwork();

inet.add( antibodyA );

inet.add( antibobyD );

antibodyA.addAffinity( antibodyD, 5.3 );
}

TheBS con gurationfacility allows agentdesignergo notonly con gure anan-
tibody con guration(behaior policy) from scratchput alsoinvestigateand ne tune
existing antibodycon gurationsin runningagentsin iNet, antibodycon gurations
are evolved automaticallyvia geneticoperationgseeSection4.2). The BS con g-
urationfacility helpsagentdesignerdo understandvolvedantibodycon gurations
by shawing it in avisualmannerandexperiencedgentdesignergan ne-tunethem
by hand.

Without the BS con guration facility, agentdesignersieedto know the details
onhow to implementagentsn Java(e.g.,how to de ne new agentswhereto imple-
mentantibodycon guration code,andwhich iNet API to use.)For example,agent
designersieedto de ne a new classextendingthe Agent classprovided by a simu-
latorin BEYOND. Also, asthe above codefragmentshaws, they needto write the
setupAntibodiesOfINet()  methodusingiNet API in orderto con gure theagents
antibodiesThe visual andtextual languageside theseimplementatiordetailsand
allow agentdesignerso focuson thedesignof antibodycon gurations.In addition,
comparedvith the Jara codeshovn above,amodelor programin the BS con gura-
tion facility is easierto readandunderstand.

7 RelatedWork

This paperdescribesereral extensiongo the prior work oniNet [19,21].[19] does
not investigatethe iNet evolutionary mechanismThus, agentdesignerseededo

manuallyand carefully con gure antibodiesin their agentsat designtime. In con-
trast,the iNet evolutionary mechanismallows agentsto autonomoushadjusttheir
antibodycon gurationsat runtime; it doesnot requiremanualantibodycon gura-

tions.[21] describegreliminarysimulationresultsof the iNet evolutionarymecha-
nism;however, it doesnotinvestigatehelanguages BEYONDwork aswell asthe
self-regulatorymechanismin theiNet EE facility.

The Bio-Networking Architecture[22] is similarto BEYOND in thatit applies
biologicalprinciplesandmechanismto allow network applicationgo autonomously
adaptto dynamicervironmentalchangesn thenetwork. However, its adaptatioren-
gineis differentfrom iNet. While iNet is designedafterimmuneresponseg?22] em-
ploysasimpleweightedsumcalculatiorfor behaior selection Although[22] hasan
evolutionarymechanisnthatdynamicallyadjustsveightvaluesin theweightedsum
calculation,agentdesignersstill needto manuallyde ne a weightedsumequation
for eachbehaior andcon gure athresholdvaluefor eachweightedsumequation.
In contrastjNet requiresno manualcon gurationwork for agentdesigners.
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Arti cial immunesystemshave beenproposedandusedin variousapplication
domainssuchasanomalydetection[23] and patternrecognition[24]. [23] focuses
onthegeneratiorof detectordor self/non-selftlassi cationandimprovesthe nega-
tive selectionprocessof the arti cial immunesystem[24] focuseson the accurayg
for the matchmakingf anantigenandantibody Unlike thosework, this paperpro-
posesan arti cial immunesystemto improve autonomousdaptabilityof network
applicationsTo the bestof our knowledge this work is the rst attemptto applyan
arti cial immunesystemto this domain.

In addition, someresearchwork [25] using arti cial immune systemsextend
theirwork with theconcepbf dangeisignals[25] proposeshemechanisnto detect
misbeh&ing nodesasantigensdasedn eventsequencesf routingprocessn adhoc
network. Dangersignalscontribute to reducethe numberof falsepositives(i.e., the
systemevaluatesa correctlyworking nodeasa misbehaing node)by dynamically
updatingthede nition of normaleventsequencetelf). Ontheotherhand,Net self-
regulationprocessllows agentdo respondalsepositvesaswell asfalsenegatives
(i.e.the systemcannotcatchunknonvn non-selfantigens).

BEYONDwork providesvisualandtextuallanguageso con gureiNet, i.e.,con-

guring environmentconditions,detectorsand behaior policies. The work of the
languagesn BEYONDwork is parallelto the existing researcton domainspeci ¢
languagegDSLs)[26]. ThelanguagesreconsiderecasDSLsfocusingon directly
capturingthe conceptsand mechanismspeci ¢ to a particularproblemdomain.
Thereareseveral DSLsto modelbiological systemssuchasbiochemicalnetworks
for simulatingand understandingiological systemg(e.g.,[27,28]). However, the
objective of the languagesn BEYONDwork is differentfrom theirs; languagesn
BEYONDwork aim to modelbiological (immunological)mechanismsgor building
autonomousndadaptve network applications.This work is the rst attemptto in-
vestigatea DSL for biologically-inspiredhetworking.

8 Conclusion

This paperdescribeshe BEYOND architecturewhich appliesbiological principles
andmechanismso designevolvablenetwork applicationsghatautonomoushadapt
to dynamicervironmentakhangesn thenetwork. This papeproposeswo key com-
ponentsn BEYOND: (1) a self-regulatoryandevolutionaryadaptatiormechanism
for agentscallediNet, and(2) anagentdevelopmenernvironment,calledBEYOND-
work. iNet allows eachagentto autonomouslysenseits surroundingervironment
conditions(i.e., antigens)andadaptvely invoke a behaior (i.e., antibody)suitable
for the conditions.iNet alsoallows eachagentto detectits own de cienciesto rec-
ognizeantigensandregulateits policiesfor antigenrecognition Agentsevolve their
antibodiesso that they adaptto unexpectedervironmentalchangesSimulationre-
sults shav that agentsadaptto changingnetwork ervironmentsby self-regulating
their antigenrecognitionand evolving their antibodiesthroughgenerationsin ad-
dition, BEYONDwork providesvisual and textual languagego con gure iNet in
anintuitive andeasy-to-understandannerlt acceptghe visualmodelsandtextual



A Biologically-inspiredArchitecturefor EvolvableNetwork Applications 21

programsbuilt with the proposedanguagesandtransformghemto Java codethat
arecompilableandrunnableon a simulatorfor BEYOND. This codegeneratioren-
ablesrapiddevelopmentton guration of agentstherebyimproving the productiity

of

agentdevelopers.
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