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Machine Program 5


Assigned: April 15, 1999
                                       Due: May 17, 1999, 6 p.m.

This is to be a solo effort and you are expected to adhere to the UMB honor code (see the CS 444 course syllabus, section H).  The final work product must be your own, and help from others ought to be acknowledged in your documentation.

The purpose of this exercise is to become familiar with how an operating system provides the interface between hardware and user programs.  The difficult (interesting ?) part of this project is to discover exactly what data structures the PC DOS operating system uses to manipulate disk files.  

You do not need an account on the PCs but you will need some diskettes on which to store your working programs (DO NOT LEAVE YOUR PROGRAMS ON THE HARD DISK; OTHERS MAY FIND IT HARD TO RESIST USING YOUR WORK).

[image: image2.wmf]Offset

Size

Typical value

(dec)

(hex)

(bytes)

(dec)

(hex)

Contents

0

00

3

EB CC 90

Near JMP to boot code

3

03

8

OEM name and version

11

0B

2

512

0200

Bytes per sector

13

0D

1

1

01

Sectors per cluster

14

0E

2

1

0001

Number of reserved sectors

16

10

1

2

02

Number of FAT tables

17

11

2

224

00E0

Number of directory entries

19

13

2

2880

0B40

Number of logical sectors

21

15

1

F0

Media descriptor byte

22

16

2

9

0009

Number of FAT sectors

24

18

2

18

0012

Sectors per track

26

1A

2

2

0002

Number of heads or sides

. . .

39

27

4

Volume serial number

. . .

43

2B

11

Volume label

54

38

8

"FAT12   "

62

3E

354

Boot code

416

1A0

70

Boot errror messages

486

1E6

22

OS file names

508

1FC

2

0

00

510

1FE

2

55 AA

Signature

Here's the description of the problem you are to write a program to solve: 

You are to write a program to "undelete" a floppy disk file.  Clearly this can be done by any user on a PC - after all, the Norton utilities (and others) offer such a feature.  The difference between their program and the one you'll try to write is that they've figured out how files are stored, and you need to.

To get started  you need to find out how files are stored, and what happens when a file is deleted.  Using this information you will next contrive a strategy for restoring a deleted file (or as much of it as possible).  I offer some of the information you'll want below.  It's probably not quite all you'll need - so use your imagination to ferret out the rest.  There are help files and reference manual(s) that are more or less available.  Even if you are unable to figure out how to write the "undelete" program, at the very least you should be able to construct a coherent description of how files are stored, deleted, and otherwise manipulated.

Here are a few facts intended to help; not all of this information is needed, but it is provided to give you some ideas.  There are many ways to create file systems on disks, but our concern is with floppy drives under MS-DOS (for extra credit you can look at hard disks as well).  Each file stored by MS-DOS on a disk consists of the following three parts: a) the file's directory entry, b) the file's space allocation, and c) the data sectors containing the file data.  When a file is erased, only the first two parts of the file, the directory entry and the space allocation, are affected.  The data sectors are not erased, and that is why it is possible to recover a file if you know something about the first two parts of the file.  But before, going on, we need to look at how a formatted disk is laid out.  Note that the details given apply only to a high density, 3.5" floppy (18 sectors/track ( 80 tracks/side ( 512 bytes/sector ( 2 sides = 1,474,560 bytes or 1.44MB total capacity).  The legend for the table to the right is: B = Boot Record, D = Directory Entry, F = File Allocation Table, and X = Sectors containing file data.  Note: Logical (sequential) sector numbers start with zero (track 0, side 0, sector 1) and continue to 2879 (track 79, side 1, sector 18).

The very first sector on a disk formatted under MS-DOS is always defined as the boot record.  The first three byes of the boot record always contain a jump instruction which tell the system to jump past the first 60 bytes of the boot record.  The first bytes tell MS-DOS something about the disk format which is initialized either by the FORMAT or FDISK commands.  This information is captured pictorially in the figure on the next page.
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The directory sectors store the directory information for all files in the root directory of the disk,  The information for files contained in subdirectories is stored in the subdirectory file, that entry being stored in its parent directory (root or other Subdirectory). A directory entry contains 32 bytes (see below) and since a sector is nominally 512 bytes, there are 16 directory entries per sector.  Note the use of the term "clusters" in the table below.  MS-DOS actually views the disk in terms of clusters of sectors rather than individual sectors so as to minimize the number of entries in the FAT. 

Speaking of the FAT, this is the means for determining the locations on the disk of each part of every file.  MS-DOS stores files in noncontiguous order and thus uses a linked list to point to the sectors that make up a file.  The FAT entry that corresponds to the first cluster as given in the directory entry contains the number for the next cluster occupied by that file.  This, in turn, points to the next subsequent cluster, and so on , until the last cluster for that file, which contains a sentinel value, usually 0xFFF, marks the end of the list.
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When a file is erased under MS-DOS, only part of the file's directory entry is modified: the first character of the file name is changed to a hexadecimal E5.  This value is used as a flag.  When MS-DOS scans the directory for a free spot to store a new file's directory information, the system finds and uses the first entry that begins with hex E5 (erased file) or with 00 (directory entry hasn't been used yet).  The rest of the information in the directory entry is left intact.  If all we had to do was change E5 to the value of the first character of the erased file name, recovering erased files would be very easy.  Unfortunately, however, MS-DOS is much more efficient in erasing the information stored in the FAT sectors.  Although MS-DOS doesn't touch the information stored in the data sectors or clusters occupied by a file, the system sets to 000 all the FAT entries corresponding to these clusters.  MS-DOS does this because that's the only way the system can quickly scan the disk for blank space when it wants to store new files.

Here's what you are expected to do:
To test that your solution works you will want to:

· 
Starting with a newly formatted diskette, create a file named junk.txt - a copy of some readily recognizable ASCII file (how big should it be so that your  "undelete" program is challenged should be a part of your discussion).

· 
Delete junk.txt.

· 
Undelete junk.txt (using your program).

· 
Compare the undeleted file to the original.

· 
Add and delete more files on the diskette.  Then make a list of all the deleted files in the root directory.

· Show the contents of the boot sector with descriptions of the various entries as shown in the table above.

· A display of the contents of the first sector of the 1st FAT showing that you have unpacked the 12-bit FAT entries.

· Prepare a report on how files are organized, deleted, undeleted.

In addition you should:

1. Keep your files related to this exercise on a diskette.  This diskette should include the source programs, the executable files, and the documentation files.

2. Construct the program including the various functions to solve the problem.

3. Implement the programs using MSVC version 1.5 (on the lab 124 machines).

4. Create a documentation file explaining your work.  Name this file 'mp5.txt'.  Discuss how your program works and explain the results you obtained.  Explain the limitations of your solution.  If you tried something and discovered that it would not or could not work this valuable lesson is worth recording.  Explain how to interpret your output from your test runs.

5. The following items are to be turned in, along with your diskette, to satisfy this project:

A listing of the documentation file, 'mp5.txt'.

A listing of the program.
Each listing should be annotated to the extent that it is clear which of  the deliverables it represents.  This requirement can be satisfied by placing a single line of descriptive text, including your name, at the top of the first page of each item.

Include a cover page bearing your name and a labeled diskette with your name and the name of this project (mp5).  Deliver your listings and diskette in a standard 9 by 12 envelope (used is fine) with your name on its exterior.  This diminishes the chance of your documents being misplaced, by easing the organizational burden of the scrutineer.

For those of you wishing to go further and earn extra credit, rework this problem to list all the erased files in each of the subdirectories on the floppy.  Another alternative is to extract the partition information found on the system's hard drive.  Be very careful to only read this information so as not to corrupt it.  

Borland DOS calls:

_bios_disk is useful for calling the disk read and write functions using cylinder, side (or head), and sector numbers.  absread and abswrite functions do the same thing using the logical sectors numbers.

DOS calls:
_intdos is useful for calling the absolute disk read (there are two of them, one using INT 25H and a newer one using INT 2FH).

WARNING:  Before using either write function, be sure you know how to specify the floppy disk.  These functions can also write to the hard disk!
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