Introduction

Validation Methods


Experimental



Simulation



Experiments run on a model of the system.



Testing



Experiments run on actual product.


 Rarely possible to check all possibilities that might arise in practice.


(Formal) Verification


Use of mathematical techniques to validate systems.


For each verification method, need

· A model of the system being validated.

· A way of specifying the desired behavior of the system.

· A way of establishing that the system has the desired behavior.


Verification methods can be classified according the following criteria

· Proof-based (deductive) vs. model-based.

· Fully manual vs. computer-assisted vs. fully automatic.

· Full- vs. property-verification.

· Domain of application.

· Pre- vs. post-development.

Earlier Approaches to Verification

Inductive Assertions – Floyd 1967

· Assign an assertion to each box in a flow chart.

· Prove that for each edge in the flowchart, if the assertion for the source box is true and execution of the source box causes the edge to be followed, then the assertion of the target box is true.

Hoare Calculus – 1969

· Method to verify input/output behavior of   programs written in a simple structured language.

· Specifications given as {(}P{(} where P is a program (,(  are a first-order formulas giving the precondition (what is assumed to be true before the program is run) and  postcondition (what is supposed to be true after the program is run).

· {(}P{(} means that if program P is run starting in a state in which ( is true and P halts, then P halts in a state in which ( is true.

· Hoare gives a formal system for deriving true Hoare formulas. Typical rules are:

{(}P{(} {(}Q{(}                 {( & C}P {(}





{(}P;Q{(}                             {(} while C do P endwhile {(& ~C}
· Axioms are the first-order formulas true in the structure the program being run in.

· This approach popularized by Dijkstra and Gries. who emphasized the importance of proving programs correct with mathematical certainty as opposed to merely debugging them.

· In the Dijkstra/Gries approach, Hoare logic is deductive, fully manual or computer-assisted, used for full verification (although the method can be used for property verification as well), applied to sequential transformational programs (although it was extended to concurrent programs later), and pre-development (i.e., the program development and correctness proof were supposed to be carried out together).

· Problems with this approach:

· Carrying out proofs in the Hoare calculus by hand requires abilities that most programmers don’t have (i.e., it is harder to come up with a correct proof of correctness than it is to come up with a correct program).

· Although proof assistants exist, fully automating proof construction in the Hoare calculus is not feasible today due to the large search space.

· There can be no Hoare calculus that is both sound and complete in every structure.

· The idea of proving programs correct with mathematical certainty is questionable for several reasons. (See Social Processes and Proofs of Theorems and Programs, De Millo, Lipton, Perlis, CACM, May 1979):

· A specification of full correctness for even a moderate sized program will be quite long and difficult to read as it is given in first-order logic. Thus it is sure to have mistakes. Why spend time verifying that a program meets a specification when the specification itself is sure to be incorrect? (This objection may not apply if Hoare logic is being used to prove that a program has some particular property, rather than that it is fully correct.)

· A proof of correctness produced by hand is sure to have errors at first. Unless the program being verified is extremely important, no one lese will read the proof and the usual sociological process of mathematical proof acceptance will not apply.

· If a proof assistant is used, how is it verified?

Model Checking

· Model-based

· Automatic

· Used to verify properties

· Intended domain is finite-state reactive systems.

· Finite-state: There re only finitely many states the system can be in.

· Reactive: The system reacts to its environment and is not intended to halt.

· Used post-development

· Model of system: Finite Kripke structure

· Specification languages: the temporal logics CTL, LTL, CTL*

· Verification method: Compute directly if Kripke structure satisfies the specification

Advantages

· Fully automatic

· Usually provides a specific counter-example if the specification is not met.

· Not seen as providing absolute certainly of correctness, but rather used as part of  debugging process

· Used to verify that system has particular property, not that system is fully correct.

· If result is that system has property, then this is viewed as increasing confidence that this is really so, but is not viewed as absolute proof, since verifying program has not itself been verified. With more experience with verifying program, confidence increases.

· If result is that program does not meet specification, a specific counterexample is usually produced. This counter-example can be checked against actual system – it is not necessary to trust verifying program.

Disadvantages

· If system is not finite state, have to abstract to a simpler model which may omit some important feature of the system.

· State explosion problem – number of states in a moderate size system can be large. Need a way of dealing with this problem

· Find data structures that make it possible to handle a large number of states.

· Find ways of reducing the  number of states that have to be considered.

