Using Respond Python Script

This is a lab for client-side attack. We are approaching with a network traffic monitor type. The
purpose is to verify that the company workstation and server are not using a service that has
already been announced as vulnerable to password disclosure (NetBios and LLMNR). The
second part of the lab is taking advantage of the Server Message Block (SMB) signing.
Disabling the signing between hosts will allow Man-in-the-Midd/e attacks against SMB protocol.
The protocol can be set as Disabled entirely, enabled, or required.

NETBIOS & LLMNR

1.

Logon to you Kali, open Wireshark and start it with the little green button on the top
left corner of the interface

Logon to your Win7 VM and create an admin ID with the password Iloveyou2
On your Win7, go to run, type \\filerl\temp

Go to your Kali, stop the Wireshark. Type LLMNR in the filter box and see if you see any
traffic of LLMNR protocol. Take a screenshot of the LLMNR activities.

Logon to your Kali, go to /usr/share/responder and edit Responder.conf.
Make sure SMB is on, and HTTP is on

In the same directory, execute the command as below. Replace the IP with your Kali's IP
address

# ./Responder.py
Wait for the Python script to run, and Take a screenshot of the listening process

Go to your Win7 VM, and log on with your admin ID. Go to Run and type a non-existed
share folder:

Open:  \\filerl\share -

Go back to your Kali to see if it captured the hash. Take a screenshot of the hash, ID,
and client
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10.

11.
12.
13.

Access the following directory, and see if you have the SMB file created with the
discovered hash
/usr/share/responder/logs/SMB* . txt

Open the file and take a screenshot of the discovered hash

Use John the Ripperto crack the password stored in the above file

Take a screenshot of the output from John the Ripper.

From your Kali, use rdesktop to logon to your Win7 VM with the discovered ID. Take a
screenshot of your RDP from Kali.



