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Work that is currently being actively developed.
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(O Ready 22

Work that has been identified but not yet
scheduled for a sprint.

(© mage-backend #12
Create user profile endpoint

Sprint 1) | E2 — Authentication & User Accounts
Backend ) ( P1)(2

(© mage-backend #14
Create preset creation endpoint

Sprint 1 | E3 - Preset Storage ' | Backend ' | PO
3

@ mage-backend #15
Create preset retrieval endpoint

Sprint 1 /| E3 - Preset Storage ' | Backend ' | PO
2

@ mage-backend #16
Create user preset list endpoint

Sprint 1) { E3 - Preset Storage | ( Backend ) | P1
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(® mage-backend #8 .
Implement password hashing service

Sprint 1/ [ E2 — Authentication & User Accounts
Backend ' (PO ) 3

() mage-frontend #5

Connect login page to backend authentication
AP|

Sprint 1 | [ E2 — Authentication & User Accounts
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Create user registration page

Sprint 1 ) [ E2 — Authentication & User Accounts
Frontend /(P13
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Implement password hashing service #8

L:] B2MAGE/mage-backend  Public
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Epic: E2 - Authentication & User Accounts
Area: Backend
Priority: PO

Create the shared password hashing service used by authentication-related features.

Scope:

add a backend service responsible for password hashing and password verification

use an established password hashing library such as BCrypt

expose one method for creating a password hash from a raw password

expose one method for verifying a raw password against a stored hash

keep the hashing logic reusable so registration and login can both depend on the same service

cover behavior with tests
Implementation note:

e this should be a shared service in the backend, not logic embedded directly in a controller or endpoint
o prefer a standard Spring-friendly approach such as passwordencoder with BCrypt behind the service

® raw passwords must never be stored or logged
Acceptance Criteria:

I ® Passwords are hashed in the backend before being persisted
® Raw passwords are never stored
N / * Raw passwords are never logged
: * Password verification works correctly for valid and invalid passwords
® Hashing service is reusable by both registration and login flows

PR T ® Behavior is covered by automated tests
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