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Abstract work security problem: user access control. Our results

While symmetric-key schemes are efficient in processingSu9gest the PKC based user access control scheme be more
time for sensor networks, they generally require compli- @dvantageous in terms of the memory usage, message com-
cated key management, which may introduce large mem-Plexity, and security resilience.
ory and communication overhead. On the contrary, public- ~ Sensor data access control becomes an important se-
key based schemes have simple and clean key managemeft/fity component as the in-network data storage applica-
but cost more computational time. The recent progress oftions [17] have been proposed for the sensor platforms with
elliptic curve cryptography (ECC) implementation on sen- cheap and large storage capacity. To protect the data, sen-
sors motivates us to design a public-key scheme and comSOrs have to authenticate the user, and control the access
pare its performance with the symmetric-key counterparts. to their data. Existing access control scheme on the In-
This paper builds the user access control on commercial ternet [10] is not feasible for sensor networks due to the
off-the-shelf sensor devices as a case study to show that thémited power, memory and communication bandwidth. In
public-key scheme can be more advantageous in terms of th&ddition, access control in sensor networks differs froen th
memory usage, message complexity, and security resilienceconventional schemes in that it is not enough to simply deny

Meanwhile, our work also provides insights in integrating Unauthorized accesses to the data. An qnauthorized user

sor networks. bandwidth is very limited and, more importantly, the batter
. power of each node may be depleted after malicious users
1 Introduction flood messages to the network. Our access control scheme

A main challenge of large scale sensor networks is the e .
proposed in this paper is composed of three components.

deployment of a practical and robust security IT"%hamsmFirst, the sensors in proximity need to exchange pairwise

to mitigate the security risks exposed to the unattended o

: : . keys for secure communications. Second, the user needs to
and resource constrained sensor devices. Motivated by the . .
fact of insufficient hardware resources, a great deal of re_get authenticated by the local sensors either for localsens

. ata access or for remote sensor data access. Third, the lo-
search has focused on the symmetric cryptography base
) . . . cal sensors also need to help the user and the remote sensor
solutions [6, 9, 3, 18] for light-weight computation. These | . - : .
. : . build a pairwise key to achieve end-to-end security.
symmetric-key schemes, however, require complicated key

. In summary, we make the following contributions in this
managementthat may cause large memory and communica- : .
. . . . aper. (1) We have designed a suite of ECC-based access
tion overhead. This drawback has not yet been investigate

; L control protocols including pairwise key sharing between
by experimental work so it is not clear how these schemes™ ™. .

. - neighboring sensors, local access control, and remote ac-
perform in a realistic system.

Recent proaress in imolementation of ellintic curve crvo- C€SS control. We believe the integral security application
prog P ptic. YP* sheds new insights into the practicality of the PKC based
tography (ECC) on sensors [7, 8] proves public key cryp-

tography (PKC) is now feasible for resource constrained scheme in sensor networks, and provides a deeper under-

sensors. Given the efficient low-layer primitive in place, standing of the security protocol design in a resource con-

the high-layer PKC based security scheme design in Sen_strauned system. (2) We provide a detailed comparison of

sor networks, however, is not straightforward due to the symmetric cryptography and PKC based user access control

special hardware characteristics and requirements obsens protocols. Our e\{aluauons are based on actual implementa-
tion on commercial off-the-shelf sensor hardware.

networks. Therefore the performance of PKC based secu-

rity schemes is still not well investigated. This paper com- 2 Related Work

pares the symmetric cryptography and PKC based schemes The user authentication and communication encryption

through an experimental study on an important sensor net-have received extensive attentions [10, 11] for security in



large network system. Kerberos [10] has been widely usednot bound the number of colluding users. Third, the adver-
in distributed client-server authentication and sessiem k sary may flood fake user queries in the network to deplete
establishment. In sensor networks, SPINS protocol [11] the battery power of sensor nodes.
shares the same security architecture. While the cergthliz In this paper, we do not address disruption attacks. Dis-
schemes have many attractive security features, the commuruptions occur when the adversary, by compromising a sen-
nication overhead becomes a major issue when the networlsor node, drops legitimate messages or contributes a bogus
size scales, specially for the extremely energy constdaine endorsement share in remote access control (as we will de-
sensor nodes in a large network. scribe later) to invalidate user remote queries. Whileuglisr

A number of key establishment schemes based on pre+ion attacks in general are difficult to defend against in-sen
distribution have been explored recently [3, 4, 6, 9]. While sor networks, such attack is rare since incidents of message
these symmetric key based schemes are computationally efdropping and user remote access failure will easily trigger
ficient, the trade-off has to be paid for complicated key pre- system attentions and expose the compromised sensors.
distribution and key management. The public key basedg A ccess Control Schemes
pairwise key schemes proposed by Zhahal.[19] achieve ) ] )
some nice security features by using ID-based cryptogra- A lot of sensor operations, including the user endorse-

phy. However, the ID-based cryptography is still not feasi- ment in remote access control we will discuss, are achieved
ble for resource constrained sensors. through the collaboration of multiple neighboring sensors

The most related research to the user access control ig© Prevent the adversary from eavesdropping, the sensors
[18, 14]. [18] proposes several schemes to restrict angneed to establish pairwise keys with each other and achieve
revoke the access privilege of a mobile sink. While this the secure communication channels. Similarly, the pagwis
scheme requires a pre-determined moving track for the mo-K€Y is @lso required between the user and the queried sen-
bile sink, our scheme addresses a more general user/sensSP" fOr the above reason. In this section, we start the dis-
communication problem. The mobile sink can be regardedCUSSion with our certificate based pairwise key establish-
as one type of special users in our scheme. Although [14]Ment scheme. This scheme also can be applied for local
describes a symmetric-key based local endorsement schem@CCess control with slight modification. Finally, we propos
which is similar to the threshold endorsement in this paper, @ NOVel remote access control scheme based on threshold
the symmetric cryptography based protocol suffers larger€ndorsement.

communication overhead and requires prohibitive amount4,1  Pairwise-key Establishment and Local
of memory storage space. Access Control

3 System Model and Assumptions A common way to share a pairwise key between two

We consider a large scale wireless sensor network de-parties is to use the Diffie-Hellman (DH) scheme. How-
ployed in a variety of environments. A user equipped with ever, DH is not suitable for sensor networks due to the po-
a portable computing device, such as a PDA, interacts withtential Man-In-The-Middle (MiTM) attack. We develop a
the sensor network for data query and retrieval. The usercertificate-based key establishment scheme adopted from
can query either “local” sensors through direct communi- ElGamal encryption [5] over ECC. Instead of exchanging
cation links, or “remote” sensors (that are outside of direc the public key directly as in DH, the sensor derives the pub-
communication range) through multihop routing by inter- lic key from the certificate. This public key is then used to
mediate sensors. We assume an off-line certification author generate the challenge. The successful response from the
ity (CA) that deploys a 160-bit (key size) ECC cryptosystem challenged sensor will prove the authenticity. At the same
is responsible for generating all security credentialse Th time, the pairwise key can be secretly transmitted by using
user acquires her certificate from the CA through an out-of- public key encryption.
band security channel, which includes an access conttollis  Due to the space limit, we do not present the protocol
which defines his access privilege. in this paper, the interested readers may refer to a sim-

The adversary may launch either passive attack or ac-ilar scheme described in [14]. This pairwise key estab-
tive attack, or both. The passive attack includes messagdishment scheme requires three ECC point multiplications.
eavesdropping and traffic monitoring. For active attack, we Optimizations can be made to reduce the number of point
mainly focus on following three types. First, sensors can multiplications under certain assumption. For an exam-
be compromised, but the number of compromised sensorle, if the sensors have additional storage space like flash
is less thant (wheret is a system parameter). The compro- memory, pre-computation can reduce one point multiplica-
mised sensor may capture the legitimate user informationtion. For convenience, we denote “ECC-Cert” and “ECC-
while being accessed and reveal it to the malicious third PreComp” as the certificate-based key establishing scheme
party. Second, user collusion can help malicious users toand the optimized scheme with pre-computation, respec-
subvert the system and gain more access privilege. We ddively, throughout the rest of the paper.



“ECC-Cert” also can be applied to the user local accessthe sensor ID) is pre-loaded with a secret sharevhere
control. In that case, the user, say Alice, has to have a cerz; = f(s;). Any t + 1 shares of secret can reconstruct
tificate C 4 attached with her access listy (describingthe  the secret polynomial by Lagrange interpolatiof{y) =

access permission). The queried sensor constructs Alice’ szt“ H‘;ﬂ i SSJ Sy Wheny = 0, thet + 1 secret

public key fromC4 andal 4, and then performs the rest of shares satisfy: t+1
the challenge-response scheme. Z zily = 1. (1)
4.2 Remote Access Control i=1

Theoretically, a simple extension of the certificate based /; tIS the Lagrange coefficient, and determined/as=
scheme discussed previously can be used in the remoteﬂj 1,5 Sjsjsi.

query. In that case, the challenge-response messages be- CA also defines a cryptographic hash functiénmap-
tween the user and the remote sensor are routed by a numping a number{0, 1}* to a nonzero elliptic curve point on
ber of intermediate sensors on the relay path. This muItihopE_ The remote access control protoc0| is given in F|g 1.
communication pattern, however, poses new security andwe denotes, so, - - - , s; as the local sensors, as the re-
efficiency issues: (1) potential DoS attacks; (2) high com- mote sensor. We assume that the ID of the remote sensor
munication overhead for the user authentication and end-to for data access is known by some scheme that is beyond
end Security. The two issues are not fou.n_d in the local querythe scope of this paper, e.g., resource discovery protoco|s
and can not be addressed by the certificate based SChemeThe user, Alice, first performs local access control pro-
due to the following two reasons.

First, because the certificate based access control — Alice — s1,---,s: : ala||Ca
achieves end-to-end security, any intermediate sensor has  for (each sensos;,i = 1,2, - - , t)
no knowledge about the challenge-response message and
would not detect the DoS attack had the adversary injected
a large number of fake queries.

Second, the message overhead becomes critical in the s; — Alice : zili Ra
multihop communication to reduce the energy consumption
of intermediate sensors. The certificate based scheme re-  Alice : getsVa = ziliRa
quires public key exchanges between two parities. In prac- , =t N
tice, the public key size (40B) is larger than the typical Alice — sr : alall-||(alallquery)x (v,)
message size in sensor networks (29B). This overhead may :computeRa = H(ala),Vi = Ra — 2z:1-Ra
force the sensor to use multiple data packets to transmit
the query that otherwise would be done by just one packet.
While the certificate based scheme achieves the user authen-  sr — Alice : (reply)x v,
tication and end-to-end security, it requires two rounds of
communications that carry the public keys and incurs the
large overhead.

Therefore, we develop a threshold endorsement scheme
(inspired by the Shamir’s secret sharing [12]) to performth tocol with ¢ local sensorssy,--- ,s;. After the success-
remote access control. The basic idea is that any user haful authentications, each local sensgrendorses Alice in
to be authenticated and endorsedttgcal sensors before the following way. First,s; calculatesR4 = H(ala).
she can send the remote query. Not only dottloeal sen- Note R4 is a point on the elliptic curvés. Thens; gen-
sors block any DoS attack attempt and transfer the trust (oferates its endorsemerml Ry, Where the Lagrange coef-
the authenticated user) to the remote sensor, given the asficientl; = HJ 1t Sjsfsl - 525 (here we uses, in-
sumption that the adversary can not compromisensors,  stead ofs;;1). In the next steps; sends the endorse-
their endorsements also naturally serve as the pairwise keyment to Alice through the secure communication channel
between the user and the remote sensor without any publiestablished in the local access control as described in Sec-
key transmission. The three components: DoS preventiontion 4.1. With thet endorsements collected, Alice calcu-
user authentication, and message security are integraeted o lates the elliptic point’,, which is the summation of the

s; : perform user authentication
s; : computeRs = H(ala)

sriala = ((alAHquery)X(VA))X( A

Figure 1. ECC-based local threshold endorsement
scheme to establish remote pairwise key between the user
and the remote sensor.

ganically in the remote access control scheme. t endorsements. Note only Alice knows the valuelaf
Our scheme is presented as follows. We have an ellipticNone oft¢ local sensor know¥4 because each sensor only
curve E over finite field GF(p) and a base poinP with knows its own share of4. Now, V4 becomes the shared

the order of a primg. CA maintains a secret polynomial: secret between Alice and the remote sensorAlice en-
fly) =1+a1y+ -+ ayt, wherea; € GF(q) for 1 < crypts her access list and query KV, ), the value ofX -
1 < t. Before the deployment, each sensp(s; denotes  coordinate o4, and then sends the encrypted query along
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with her access list anf (I, = szl ppey also calcu-
lated by Alice) to the remote sensgy. Upon the receipt
of the remote access request from Aligg first calculates
Ra = H(ala) and computed’; = Ry — z.l,Ra. Ac-
cording to Eq.(1)V} should be equivalent t¥4 because:
ZE:I lelRA + Z»,~ZTRA = (Zt'zl Zzlz + Z»,~lr) . RA = RA.

T

Therefore,s, can successfully decrypt 4 andquery. Fi-

with the remote sensor. These shares can not be used to
generate the endorsement for any other access list. Suppose

the user has a forged access di&}, and the corresponding
' = H(al'y). To generate the endorsement shaség,
(1 <i <t), the user has to know. However, it is compu-
tationally infeasible to retrieve; from z;1; R 4. Meanwhile,
the knowledge of;l; R4 cannot be used to derivgl; R/, .

nally, s, repliesAlice with the query result, again encrypted The reason is thak 4, R/, are random elliptic curve points,
by X (Vy4). it is computational infeasible to derive, , € GF(q), SO

In summary, the main idea of remote access control is tothatRa = raP andR)y = 1, P. As the result, itis imprac-
design a mechanism that allows a set of local sensors (belical to derivez;l; R, from z;l; R 4. For the same reason, the
cause we do not trust a single sensor) to transfer the trusHSer cannot reuse the acquired secret endorsement to access
(if the user is authenticated) to the remote sensor, so thaft differentremote sensor. _
the remote sensor does not need to perform the interactive Since each endorsing sensor establishes a secure com-
user authentication employed in local authenticationpwhi ~ Munication channel with the user during the local authen-
requires several rounds of communications. This endorse fication, the adversary cannot capture any share of the en-
ment scheme can be combined with existing en-route filter- dorsement by eavesdropping. Therefore, only the user and
ing schemes, such as SEF [16], to further prevent the adver!he remote sensor share the secret, which is to build the se-
sary from injecting the data queries through a compromisedCUre communication channel for the remote access.
sensor. 5 Analysisand Evaluation

Our scheme can also be extended to work in a sparse
network, wheret local sensors are difficult to find at one
time. In that case, the user moves around and fisgasors
at different locations. To produce the endorsement shares,
sensors need to communicate with each other and exchang .
their ID list and agree on the remote senspr Note the k(le};%G][sgh darl_;)(ljur?(;%Tlgé}]bnVl\\jl(TCtRilér:s?;??tinée?f%?glogi
communications cannot be initiated by sensor themselves

) : o eoerimental comparison with our schemes. Finally, we im-
since multi-hop communications have to be endorsed as w

: : . lement all components in the proposed remote access con-
described previously. For this reason, the user moves bacl{JroI Bv focusing on the processing delav. we demonstrate
and force, as a carrier, to distribute the node IDs to each of,, " ° y 9 P 9 Y,

t sensors, Oncesensors share their IDs and agreespn the delay is small, which makes our scheme practical in the

the rest of scheme is the same as described previously. real world. .
Cost and Security Analysis. To endorse the user, each 5-1 Analytical Results

local sensor only needs to perform one ECC point multipli-  The metrics used to compare pairwise key establishment
cation and one hash functidi. H is a special hash func-  arememory overhead andsecurity resilience. The sym-
tion that mapg0, 1}* onto the elliptic curver. According  metric key schemes require key pre-distribution, the mem-
the study by Bonelt al. [1], this special hash function can  ory overhead measures the amount of memory space re-
be efficiently achieved by two steps: first we hash onto a quired to achieve a certain degree of key connectivity be-
certain subset” C {0, 1}*;then we use a deterministic en- tween two nodes. In security resilience against the node
coding function to mag” onto E. The message complexity compromise, we measure the fraction of the compromised
for the threshold local endorsement is small. Each sensoicommunication links as a result of sensor compromise.
only needs to send an elliptic curve point to the user, which  For key establishment, we compare aforementioned
has the message size of 40-bytes (for the 160-bit ECC).  symmetric key schemes with our two variations of our
The proposed remote access control scheme is resilienECC-based pairwise key schemes: ECC-Cert and ECC-
to any sensor compromising attack with no more thanl PreComp, which were discussed in Section 4.1. Our analy-
compromised sensors due to the property of the thresholdsis is based on a randomly, uniformly deployed sensor net-
cryptography. Each sensey has its own unique secref. work with 10,000 nodes. On average, each sensor has 10
Any ¢t —1 or less shares of secrets are not enough to recoveneighbors. The senor node IDs have the size of 2 bytes.
the secret polynomial [12], and cannot be utilized to deduce The random keys have the size of 10 bytes. With additional
the value ofz,. hold by the remote sensor. 2 bytes for key indices, each pre-distributed random key re-
As described in the protocol, the user knows each sharequires 12 bytes for memory space. We assume the key pool
of endorsementz;l; R4, and ever,.[,.R,. Combining all size is 10,000 for both Random-key and PIKE. We choose
these shares only allows the user to establish shared secrét60-bit ECC as our public key primitive. Therefore, the

We evaluate our access control schemes by a combina-
tion of theoretical analysis and implementation on a sen-
sor platform. We first conduct theoretical analysis to com-
are our key establishment scheme with Random-key [6],



ECC certificate has 40 bytes, each ECC public key has 40600 bytes more overhead. As a result, the memory over-

bytes, and ECC private key has 20 bytes. head for ECC-PreComp is 660 bytes. Note the memory
1000 2100 overhead of the public key base schemes does not change
= 2 A j w 5‘?‘: ] for achieving different key connectivity. _
‘gZs%sz:f‘:ﬂﬂﬁazm{xéjf ) g g e S Fig. 2(b) shows the fraction of com_prom|sed communi-
£ 2o ot 8 . K cation links due to the node compromise. Here, the fraction
are A_,A——A' 2 i of the compromised communication links include the di-
§ s > 5 ) PO S | rect links connected to the compromised nodes and indirect
8

communication links due to the leakage of the system se-
cret, such as the subset of system key pool in Random-key
(@) (b) scheme. When the percentage of the compromised nodes is
small, we may consider the compromised nodes scattered in
different neighborhoods by approximation.

0.2 0.4 0.6 0.8 1 05 1 15 2
The Direct Connectivity for Any Two Neighboring Nodes % of Compromised Sensors

Figure 2. (a). The memory space required for any two
nodes to establish a direct pair-wise key under different ke

connectivity rate. (b). The trend of percentage of total com ~Our ECC basgd pu_bli(_: key_scheme is id_eal under such
munication links compromised with the increasing number  Situation. Therq is no indirect link compromised due to the
of sensors compromised. node compromise. For evepy (percent) of sensors have

been compromised, approximateéy of direct communi-
cation links are no longer secure. We dendtgl, e to be

the total number nodes, average degree and the number of
edges, respectively. Graph theorytells us #leat Nd. If p

The ability to establish a direct pairwise key (not through
the third party) between two neighboring sensors is very im-
portant, since direct key sharing not only reduces the com-

munication overhead, more importantly, also improves the o ;
security resilience. Fig. 2(a) shows the memory overheadpem(.antage of nodes are compromiset(small),p N d di- .
' ' ct links are affected. The percentage of these affeatkd li

) N ’ e
required by the key establishing schemes to achieve adlrec{ pNd _ pNd _ 9p. In PIKE, since each sensor servers

key between two sensors with different probability. the intermediary for other t imaselpf
To increase the probability of establishing direct pair- @ intermeciary for other two sensors, approximasgly

wise key, Random-key scheme needs to pre-distribute morg-Ommunication links are comprom|seq. )
In Random-key scheme, as shown in Fig. 2(b), the num-

keys in each sensor node. We can see from Fig. 2(a), the , o ) , :
memory overhead is increasing linearly when the required ber of compromised indirect Ilnks_dommates the ones di-
key connectivity increases from 0.1 to 0.9. This trend be- [€Ctly connected to the compromised nodes. As a result,
comes exponential when the connectivity is larger than 0.9.th€ fraction of the compromised communication links is
To achieve 100% connectivity, each sensor has to be preMuch higher than those of ECC-based schemes. When only
loaded with 300 keys, which requires 3.6KB memory space. 2% OT nodes are compromised, over 80% of links are com-
Considering that MICAz only has 4KB data space, the 300 promised. T_herefc?re, the Random-key scheme has mut_:h
keys almost consume all available memory and leave almos0rer security resilience compared to the ECC-based pair-
no space for the application programs. Thus, the Random-ViS€ key schemes. _ o
key scheme obviously is not practical to achieve 100% di- | "€ performance of Blom scheme is shown in Fig. 2(b),
rect key connectivity. for both direct links and indirect I|nks_. Even_ _though Blom
The memory overhead of PIKE only depends on the net- scheme has almost the same security resilience when the
work size. Given 10,000 sensor nodes, each sensor ha§umber of compromised nodes is small, the security re-
to be pre-loaded witl2 x (v/I0000 — 1) = 198 keys. S|I|enf:e degrades exponentially when more r_10des are com-
Therefore, the memory overhead for PIKE is constantly Promised. When 2% of nodes are compromised, over 70%
12 x 198 = 2,376 bytes. Blom scheme with = 29 and  Of links are compromised.
w = 50 (please refer [4] for the details) also introduces high -2 Experimental Results
memory overhead, specially when the high key connectivity =~ We implement Random-key scheme and Blundo user ac-
rate is required. cess control scheme as the real world comparison. We use
Compared to symmetric key schemes, our ECC basedthe following four metrics:key establishing time, mem-
schemes have much less memory overhead. In ECC-Certory over head, message complexity andenergy consump-
each sensor has to store its public key and private key, agion. The key establishing time measures the time duration
well as the certificate, so the memory overhead becomedor a random sensor to establish secret pairwise key with
100 bytes. ECC-PreComp has more memory overhead beits neighbors. Similarly, the memory overhead measures
cause each sensor needs to store the pre-computed randothe exact amount of data space required (in the real imple-
numbers (20 bytes each) and corresponding elliptic curvementation) in the access control. The message complexity
points (40 bytes each). Given average 10 neighbors, eaclthen shows the amount of messages transmitted during the
sensor stores 10 pre-computed values, which account fokey establishing procedure. The energy consumption esti-




mates the average communication energy consumed duringre-distributed key number due to the limited 4KB memory
the key establishment. space in MICAz motes. In our experiment, with 150 key
5.2.1 Experiment Testbed and Parameter Setting pre-distributed, a mote can only establish direct pairwise
We implement our ECC-based schemes on MICAZ moteskey with two ogt of its nine neighbors. The other pairwise
and HP iPAQ. MICAz is powered by a ATmegal128 micro- keys are esta}bllshed through the second and the third rounds
controller, which features an 8MHz, 8-bit RISC CPU, 128K 0f key establishing procedure.
bytes flash memory (ROM) and 4K RAM. The MICAz runs
TinyOS [13]. The HP iPAQ is used for the user module.
Due to the space limit, we omit the discussion of ECC im-
plementation on MICAz and iPAQ. Interested readers may
refer to [15] for details.

We implement the baseline symmetric key scheme,
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Random-key, on the same testbed for the comparison of 02

pairwise key establishment. We use 10 MICAz motes to
form a sensor neighborhood. Each sensor can directly com-
municate with any of other nine neighbors. We select the
key pool size of 10,000. Each key, with the size of 10 bytes,

0.4 0.6 0.8 03 04 05 06 07
The Key Graph Connectivity The Key Graph Connectivity

Figure 3. (a). Key establishing delay for different key
graph connectivities. (b). The message complexity for

achieving the target key connectivity.

-%- Random 3
| =0 ECC-PreComp ¥

is identified by a two-byte key index. Each sensor is ran-
domly pre-distributed with 150 keys. In the experiment, we
randomly pick one out of ten motes to initiate the pairwise
key establishment with all its neighbors. Even with 150
keys pre-loaded, they are not enough for any mote to estab-
lish direct pairwise key with all the neighbors. Therefore,
multiple rounds of key establishment have to be performed.
We limit it to three rounds. That means any two neighbor- —_ ] oo Lo
ing motes at most have two helpers for establishing indirect he ey Graph Gomectiy The Alowied Percentage of Compromised Sensor Nodes (%)
pairwise key. This arrangement is supported by the fact in- (a) (b)

dicated in Random-key [6] that the number of pairwise key , o ,
Figure 4. (a). The communication energy consumption

established through more than 3 hops is negligible. . g
. ) for achieving the target key connectivity. (b). Local au-
To implement the Blundo access control, we first gener- S . o _
thentication time vs. security resilience (% of comprordise

ate a random symmetric polynomial. The coefficients have sensors).
the size of 10 bytes. The polynomial degree is adjustable for Fig. 3(b) further reveals that ECC-based pairwise key
the target security resilience against the node compromisegchemes have much less message complexity than Random-
Each mote is pre-distributed with a secret polynomial share key scheme. To establish a pairwise key, each sensor only
which is generated by simply plugging in the mote ID. The neeqs to transmit 120 bytes for messages. In Random-key
amount of memory space for storing the polynomial share isscheme, the broadcasting node has to send all key IDs in
determined by t_he polynomial degree. Simila( as the accessig key ring. Given 150 keys and 2 bytes each for key in-
control testbed implemented by our ECC public scheme, we ey the broadcasting mote transmits 300 byte message. All
use the HP iPAQ as the user module. listening neighbors also need to respond the key establish-
For all schemes conducted on our testbed, we repeat th¢ng broadcast, by either replying the challenging message
tests for 20 times, and record the average values. (if there is a shared key), or notifying there is no shared key
5.2.2 PairwiseKey Establishment This message overhead has to be paid in all three key es-
Fig. 3(a) illustrates the processing time delay in pair- tablishing rounds. In the wireless medium, high message
wise key establishing for achieving different degree of complexity increases the chance of message collision and
key connection. We select ECC-PreComp for this exper-thus causes network congestion. The low message com-
iment. Compared to ECC-PreComp, Random-key schemeplexity is a significant advantage for ECC-based pairwise
has lower processing overhead when the requirement of keykey establishing schemes.
connectivity is low. However, this advantage does not hold  Finally, we compare the communication energy con-
if more than 80% key connection is required. The reasonsumption during the pairwise key establishment. We es-
is that the number of pre-distributed keys is not enough for timate the energy consumption by multiplying the total
establishing pairwise keys with all its neighbors. The key amount of communications by an average communication
establishing time thus increases to infinity. The time jumps energy consumption df8..J/bit [2]. Fig. 4(a) identifies the
to infinite large at key connectivity of 0.8. We restrict the key drawback of Random-key scheme. The symmetric key

Energy Consumption (mJ)
Local Access Control Time (s)

—%—Symm Acc
ECC Acc




based scheme consumes much more communication energgnd memory overhead, Fig. 5(b) displays that it also has
than the ECC based scheme. The reason is that messagmor network scalability in message complexity. Since the
broadcast is required in Random-key scheme. As a resultBlundo access control scheme uses “Cell Merging” and
all neighboring sensors need to listen the broadcastseall th “Block Compression”[18] to reduce the number of poly-
time and consume the energy for receiving the messages. nomial possessed by the user. The user has to traverse a
5.2.3 Local AccessControl Merkle-hash tree. The traversal path length is determined
We first measure the authentication delay in the local ac-by the tree size, which is in turn determined by the number
cess control. The user authentication delay is shown inof location blocks, or the network size. Again, our ECC
Fig. 4(b). When the security resilience is low, up to 5.5% based user access control has the advantage of excellent
percent of sensor nodes allowed to be compromised, thenetwork scalability; the message complexity is independen
Blundo access control is more efficient than our ECC-basedto the network size, fixed at 100 bytes. The figure clearly
scheme. The reason is that the polynomial operations areshows that the Blundo based scheme has more complexity
much faster than ECC exponentiation. However, the pro-than our public key scheme when the network size is just
cessing overhead of the Blundo based scheme increases awer 100 blocks. This fact proves our scheme is more fa-
the requirement of security resilient increases. When thevorable for large network deployment.
requirement of security resilience is more than 5.5%, the524 Remote Access Control
processing overhead of the symmetric key based scheme bewe first provide the microbenchmark for the local authen-
comes slower than our public key based scheme. The reasoticate and threshold endorsement generation. Then, we
is that the processing overhead of our ECC based schem@rovide the overall estimation of the remote access perfor-
does not change, it always provides the security equivalentmance. In the experiments, we mainly focus on the user
to the discrete logarithm problem. perceived remote access processing delay. Our first hand
Note, the security concern of user collusion attack has experimental results suggest the public key based remote
not been revealed yet by this experiment. This security is- access control scheme is very practical.
sue has to be considered in real world deployment. There- -

fore, either higher degree random polynomial or multiple _ss o5 _é_iigdgfs ol
polynomial have to be selected to improve the security. As ; E GBZ M""MM
aresult, the processing overhead of the Blundo based access E““ ; Mw“ o
control will be higher. On the contrary, the ECC based ac- £ s £ 5000°°° *
cess control scheme does not suffer from user collusion at- s 6_; 00°°
tack, so our scheme can be directly applied to the real world e PR e
deployment. Fig. 5(a) shows the comparison of data size N”'"be”““(a;")d"'s‘"gSe"m N“mzet';;"'”
g S / Figure 6. (a). Key establishing time with the remote sen-
i £ 100 % sor when the number of endorsing sensor changes from 4 to
705;2500 f 80 16. (b) Remote query time delay.
Pl i ~ The local endorsement procedure can be further divided
L~ into user local authentication and endorsement generation
The Alowed Pscerge of Sampromis Sensor s 04 The e o nework (e umser ooy W have already demonstrated the performance of user lo-
(@) (b) cal authentication in the previous section. To be authenti-

cated by multiple local sensors, a simple and effective opti
Figure 5. (a). The memory space required to finish the  mization can be applied to allow the user to be authenticated
local user authentication. (b). The message complexity in in parallel rather than one-by-one. The user first sends its
user authentication. certificate to all the endorsing sensors, so that the enuprsi
of two local access control schemes. It clearly shows thatsensor can verify the certificate and generate the challenge
the memory overhead scales linearly in the Blundo basedsimultaneously. Then the user collects all the challenges
scheme for satisfying different security resilience. Tlke d from each member of endorsing group and responds them
gree of the random polynomial is larger for higher security one-by-one. This optimization is valid because the user de-
requirements. As a result, the sensors need more space teice is much more powerful than sensors.
store the corresponding coefficients. The data size of the After finishing the user authentication, the local sensors
ECC based scheme, as can be easily predicted, does ngterform threshold endorsement for the user. We continue
change at all. the above authentication experiment. Each endorsing sen-
When Fig. 4(b) and Fig. 5(a) show that the Blundo ac- sor immediately computes its endorsement share and then
cess control has poor security scalability in processimgti  sends to the user sequentially. Fig. 6(a) shows the user
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