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Abstract tag secret after every successful query [4]. Ensuring beat t
central database is able to link different replies with the ¢

With the increasing popularity of RFID applications, dif- rect tag is an important component in the central database
ferent authentication schemes have been proposed to promodel. After the central database verifies the reader and tag
vide security and privacy protection to users. Most recent the central database returns the information of the RFID
RFID protocols use a central database to store the RFID tag to the reader. All this is possible because the central
tag data. An RFID reader first queries the RFID tag and database has knowledge of all the RFID tag data as well as
returns the reply to the database. After authenticatior, th RFID tag secrets.

database returns the tag data to the reader. In this paper, we A major shortcoming of the central database model is
proposed a more flexible authentication protocol that pro- the assumption of a reliable, always available connection
vides comparable protection without the need for a central petween the RFID reader and the central database. This
database. We also suggest a protocol for secure search forcondition will inevitably be violated in a real world settjn
RFID tags. We believe that as RFID applications become under the central database model, this means that no au-
widespread, the ability to search for RFID tags will be in- thentication can be performed without a connection, hence
creasingly useful. the entire RFID system breaks down. For example, a truck
driver may be dispatched to an off-site location to pick up
some merchandise tagged with RFID tags. He has with him
1 Introduction his PDA which acts as an RFID reader. There is no connec-
tion between his off-site location and the central database
Radio Frequency Identification (RFID) technology has due to his remote location. Relying on a central database
a||’eady been found in a diverse set of app"ca’[ions rangingmeans that the truck driver will be unable to authenticate
from inventory management to anti-counterfeiting protec- his goods. Furthermore, having a central database creates a
tion [15]. RFID technology is expected to continue to grow Single point of failure, opening up the entire RFID system
and diffuse into our everyday lives. However, in order to re- to denial of service attacks. For RFID technology to flour-
alize the full potential of RFID technology, the securitydan ~ ish, we have to consider the reliability of RFID protocols,
privacy aspects of a large scale RFID deployment will have in addition to the security and privacy considerations.
to be addressed. This realization has resulted in the ggpwin A simple alternative, analogous to the central database
body of work in RFID security and privacy issues. model, is download the necessary information from the
Many recent RFID papers [4, 10, 12, 16] have utilized database into the RFID reader. The RFID reader can then
what we term as the “central database” model. There arecontinue to access RFID tags as before. However, as men-
three players in this model, the RFID reader, the RFID tag, tioned earlier, the central database has to be able to associ
and the central database. The RFID reader queries the RFIRhe correct RFID tag data with the changing tag replies. For
tag and then returns the reply to the central database. Thisertain protocols, this means that the central database has
reply is usually structured in such a way thaj only a to be updated after each successful read, so as to keep up
genuine RFID tag can correctly generate(it,) does not  with the RFID tag. Under the simple alternative, instead of
leak any information to the reader, afidi) only the central ~ updating one central database where multiple RFID readers
database is able to interpret the reply. AccomplisHirig) will access, we could potentially have multiple RFID read-
usually means that the RFID tag returns a different reply ers to update. This is especially challenging when there are
each time it is queried. One possible way is to change themultiple readers capable accessing the group of tags.



Furthermore, having multiple readers increases this riskture from more recent work on RFID security and privacy
of an adversary compromising a reader. Since the centrakresearch.
database has knowledge of the data as well as secrets of Second, our schemes consider security for both the RFID
the RFID tags, a compromised reader could yield much reader and the RFID tag. This differs from some of the ear-
damaging information for the adversary. This is not a con- lier research which focused on only protecting the reader or
cern when there is only one backend database. Ideally, weonly on the tag. This is important since an end user is vul-
would like to modify the data downloaded from the secure nerable to attacks from both sides. Consider an RFID tag
database to the RFID reader such that the damage done bgttached to a user’s packet of medication. Protecting the ta
a compromised reader is limited. from unauthorized readers protects the user’s privacy.-How

Authentication protocols have been widely studied by ever, there is also a need to protect the reader from reading
the research community because RFID privacy and securityfraudulent tags. Thus, any security protocol will need to
can be achieved by having good authentication protocols.protect both the tag and the reader.

Authentication ensures that only authorized RFID readers Third, we introduce the problem of secure search of
have access to RFID tag data, and that the tag data is indeeRFID tags and suggest several secure and effective solu-
accurate. Under the central database model, this is achievetions. We believe that the problem of effective search for
by the central database. The RFID reader only obtains theRFID will become increasing important as RFID deploy-
required information after being authenticated by the cen- ment increases. Efficient search of RFID tags is difficult
tral database. Since the database is assumed to be trusteblecause the very act of replying to a query serves as an
the reader is confident the information is indeed correct.  identifier for the tag. In this paper, we explore the secu-

Searching for RFID tags is a natural extension of RFID rity and privacy concerns and then present several possible
authentication. With authentication, we can authentieate  solutions.
ery RFID tag individually until we find the one we are look- The rest of the paper is as follows. The next section
ing for. However, this method is inefficient when there are covers related work in RFID authentication. Sectibde-
many RFID tags available. An ideal solution is for an RFID tails the criteria we use to evaluate our solution. Section
reader to issue a search query, and only RFID tags that meeand sectiord contains the authentication protocol and secu-
the query reply. rity analysis respectively. Sectighdetails the efficient se-

In this paper, we mainly consider three problems. First, cure search problem and a few possible solutions. Section
how does a reader know the tag is a valid tag? Second, hows discusses some shortcomings of not having a centralized
does the tag know that the reader is a valid reader? Third,database and how to overcome them. Sectioancludes.
how does a reader search a certain tag?

The first problem is fundamental issue in RFID research, 2 Related \Wor k
the ability to distinguish a real RFID tag from a fake RFID
tag, to differentiate a tag that belongs to one owner from
another. The second problem is more recent. This is an
important problem because it prevents a malicious or unau-
thorized reader from accessing the tag information. A mali-
cious reader obtaining this information can violate the pri
vacy of the object the tag is attached to, as well as jeopar-
dizing the security of the RFID system. This is because the
adversary can use the tag information to create cloned tag
that are identical to the real ones. The third problem is re-
garding a reader query a group of tags about the existence OBa
a specific tag. This function will become increasingly com-

Due to space limitations, we cannot do justice to the
many RFID authentication protocols available. We refer
interested readers to the excellent resource maintained by
Avoine [1] and recent survey papers [6, 14] for more in-
formation. Instead, we try to show general RFID authen-
tication techniques by examining a few protocols in depth.
We have chosen RFID protocols using mainly lightweight
%rimitives as listed in [17].

Early work by Weis et al. [18] suggested the use of a
ckend database to perform RFID authentication. A reader
qguerying the RFID tag will receive metal D. The reader
€hen obtains the real ID of the RFID tag from the database
via themetal D. The authors recognized that returning the
metal D, a constant value, poses a privacy threat because
it allows an adversary to track a particular RFID tag based
1.1  Our Contributions on themetalD. A randomized hash lock scheme was pro-
posed, where the tag sends its ID(asID & fr(r)) to a

We have three main contributions in this paper. First, we reader. Variable is a random number generated by the tag,
propose an authentication protocol that provides mutual au k is the tag’s secret key anfl is a pseudorandom function.
thentication between the RFID reader and RFIDwétgout The reader sends this package back to a secure server which
the need for a persistent central database. This is a departhen searches its database for the ID/key pair to return the

later in the paper, implementing a search function for RFID
tags may incur additional security and privacy concerns.



ID back to the reader. Since each query to the tag results intamps in RFID authentication. This is a novel approach
a different reply, tag privacy is protected. because RFID tags have no self-contained power source to
Molnar and Wagner [11] pointed out that this scheme keep track of time. In YA-TRAP, a reader will send a times-
does not protect against a replay attack, since an adversar{amp of the current time to a tag which then decides whether
can eavesdropto leatn, D& f(r)) and then impersonate  to return a random reply or an encrypted reply based on the
the tag. They suggested having both the reader and the tageceived timestamp and its own internal timestamp. The
each contribute a random numberandr; respectively. In reader sends this reply back to a backend server to obtain
their scheme, they assume that the reader and tag both shatBe tag data. [3] suggested an improvement over this proto-

acommon secret The tag return§D @ f(0, 71, r2) to the col.

reader. Since the reader knows the shared sectet can

obtain/D. This protocol works Without_a central database. 3 Evaluation Criteria

However, the protocol does not consider the case when a

reader has been compromised. Since the reader shares a i , L

secret with a tag, an adversary compromising the reader can In this paper, we consider both authentication and secure

learn the secret keys to every tag the reader has access tg_earch for RFID tags. Inboth cases, oursol_utlons elimmate
the need for a central database. The solutions are based on

The adversary can then make duplicate tags to fool other bei bi ; imole brimitives like hash
readers. Our protocol addresses this particular vulniabi XD tags being able to perform simple primitives like has
N . functions, comparison and appending bits together. These
Dimitriou [4] is a more recent example of a protocol - : .
are the most common primitives adopted in RFID security

utilizing a secure database. In this protocol, both reader .
. research. We evaluate authentication and search protocols
and tag contribute a random number andn,. The tag . L
based on the following three criteria.

returns to the readén (I D; hip, which the . . .

. @1(ID;), n4, hip, (1, 1) - First, our solution has to protect privacy. RFID tags
reader gives to the secure server. After authenticating theCould be attached to private obiects like bottles of medica
reader, the secure server calculatés; and then returns P J

. tion.Protecting privacy means that the RFID tag data should
hip,,,(n¢,n,) to the reader. The reader sends this back to . .
atag. The tag will determingéD,; on its own and verify only be (taﬁta_lneéj by g\n auhthelr:jtma:ebd REIlDtre%dert,_?nd that
the hrp,,, (n, n,) sent by the reader. If the value match, an unauthorized reader should not be able to identily a par-

then the tag knows that the reader has been authenticateHCUIar RFID tag even after repeated queries.

by the server, and changes its secref fy, ;. Otherwise, th ?econdhour Sﬁlu“?nbhaslto prow_d? setcinty. dTh'S means
the tag keep$ D;. Similar protocols [10, 12] also adopt the atour scnéme has to be clone resistant. An adversary can-

idea of changing the tag secret after every reader query. n_oF easily create Iarge number of fake RFID tags to fool le-
A . . gitimate readers. This also means that our protocols have to
One key feature of Dimitriou’s protocol is how it at-

. be resistant to eavesdropping attacks. An adversary being
tempts to prevent tag and server from being out of sync. =
: . able to observall communications between the reader and
An adversary will not be authenticated by the server, thus . :
S . the tag should still be unable to impersonate a real RFID
the server maintaing D,. The adversary cannot derive

L . tag or a real RFID reader. Finally, providing security means
hip,,,(n¢,n,), so tag maintaingD;. However, this pro- 9 Y, P 9 Y

: : ) X that the effects of physical attacks on either the RFID reade
tocol relies on the reader having a persistent connection to

the secure server. As we pointed out in the introductios, thi or RF.lD tag should_be limited. . N .
. : R Third, our solutions has to provide reliability. This
requirement introduces significant drawbacks.

| . hi h henticat . means that under our protocols, a legitimate RFID reader
An alternative approach is to have authentication via ., continue to authenticate a legitimate RFID tag regard-

challenge and response. One version was suggested blgsg of what happens to the central server. For RFID au-
Juels and Weis [9]. They observed that since RFID tags,qniication, the objectives are for an RFID reader to obtai

have limited resources like humans, ideas from human aU-+he data stored in an REID tag he is authorized to access,

thentication can be applied to RFID authentication. They and the RFID tag should only release its data to authorized

introduce_d HB and HB+ protocols. Th? HB_ protopol has RFID readers. In this paper, we consider this data to be the
a reader issue a new challenge each time it queries a tagunique identity of the RFID tag

The tag computes the binary inner product and returns the

answer to the reader. The reader verifies the answer is cor- o

rect before accepting the tag as legitimate. Noise can in-4 RFID Authentication

troduced such that the tag will sometimes return a wrong

answer. HB+ protocol introduces an additional binding fac-  We present two different authentication protocols. The

tor from the tag to defend against an active adversary. Laterfirst version performs challenge and response before send-

work by [13, 5, 2] improves on this idea. ing the tag secret to the reader. The second version sends
YA-TRAP [16] introduces a novel idea of using times- the tag secretin such a way that only an authenticated reader



can decrypt. For RFID authentication, the objectives are fo

an RFID reader to obtain the data stored in an RFID tag he
is authorized to access, and the RFID tag should only re-
lease its data to authorized RFID readers. In this paper, we

consider this data to be the unique identity of the RFID tag.
First let us describe the notation used in the paper.

We consider an RFID reader denotedfasEachR has
a unique identifier and an access list,. We will describe
the contents of. a little later. R obtainsr and L from a cer-
tificate authority(C' A, after authenticating itself. ThEA is
a trusted party responsible for deploying all the RFID tags

and authorizing any RFID reader. We assume that com-

munications betweeR andC A are performed using some
secure channel.

Each RFID tagy’, contains a unique valui, a unique
secrett, knowledge of a functiorf(.) and a hash function
h(.). Theid is a unique identifier of". It is known by the
particularT, theC A, and readers authorized ByA to read
that particularT’. The secret is only known by the partic-
ular RFID tag and th& A. The functionf() takes in two
arguments and returns the hash of the arguments concat
nated together. This is a one-way hasghwill use its secret

t as one of the arguments, and the other argument is sup-, 1
plied by the RFID reader. So if the RFID reader sends an from

argument, T will have f(r,t) = h(r||t) where|| denotes
concatenate. The hash functibf) is also a one-way hash.
We assume that the resultkf.) is of lengthl, and theC' A
predefines a lengtin < [ that is known by all tags.
Subscripts are used to describe a particlasr 7' and
their respective variables. Thus a particular RFID readder
will be R;, with a identifierr; and access list;. A tagj
is T; and has a secref. The access list. contains infor-
mation about the RFID tags which a particulahas access
to. L has a list of allf(r, t) that C A has authorized? to
access. So readeérR; authorized to access ta@s---7),
will have L; where

f(ri, t1) idy

f(ria tn)

Note thatR; does not know any of the tags secrelt only
knows the outcome of the functigf{r, t).

We assume that thé A cannot be compromised, and that
all readers once authenticated by thd are trusted. They
will not reveal theirL to anyone else. We denote an adver-
sary asa. The goals and capabilities efare discussed in

L; e
idy,

the next section of the paper. The authentication protocols

are as follows.
4.1 Authentication Protocol 1
Ri — T;

request

1)

Ri=T; : n )
R, — Tj Ti, M 3)
RieTy o (h(fraty)lInsling ).
quesl, -+ -, ques”) (@)
R; Checks if[h(f (ri, t;)||n:l|n)]b
isin L; (5)
If exists andk < 2 (6)
R; — T; : (ans,, ques}, - -, quesy \7)
Else (8)
R; — Tj : (rand, ques.,-- -, quest(9)
T; Checks ifans,. is correct (10)
If correct andvx, y, ques® # quesy (11)
R; — T} : (ansy) (12)
Else (13)
R; — Tj : (rand) (14)

wheren; andn; are random numbers generated®yand

eTj respectively.[h(f(r;, t;)||n:||n )]s is the firstd bits of

the hash of the concatenation §fr;,¢;) andn; andn,.
ques!,-- -, ques® are thek randomly generated positions
the lastl — b bits of h(f(r;, t;)|Ini||n;). This is the
challenge to the readedins,. is the actual bits in positions
quesl, - -, ques”. This is response of the reader. Similarly,
Y1, -+, Yk IS the list of random positions of the ldst b bits,
andansy is the bits in those positions. This is the challenge
to the tag and response of the tag. In both instances,
szm_ rand is a random bit string of length.

The intuition here is to have both thi&; andT; issue a
challenge that only legitimate party is able to answer. Both
R; andT; pick k positions from the lagt— b bits and chal-
lenge the other to reply with the correketbit string. An
adversary, impersonating eith& (7;), can only produce
the correctins, (ans:) with limited probability.

1
Prob(Adversary correctly answers challenge()i)k

For every new quenyz; and7}; exchange random num-
bers andR; sends his identifier; to 7; by XORing with
n;. The purpose of this is explained in the next sectiBp.
then receives the firdt bits of A(f(r;, t;)||n:||n;). Using
this firstb bits, R; consults his; to determine if there are
any partial matches. Note th&; has to hash the concate-
nation of each entry il; with n; andn;. The probability
of having another tag with the sarbdrst bits is just

Prob(Another tag sharing firstbits) = (%)b
If there are no matches; knows thafl’; is not an RFID

tag AC has authorized him to accesR,; generates a ran-
dom k bit reply ans, and his challenge,, - - -,y to T}.



Otherwise R; returns the bit values in positions, . .., xx
asans, and his challenge. IR; has several entries in his
with the sameé bits, R; simply performs the challenge and

appearing in_;. If there is a match, the reader then uses the
random numbers,; andn; to obtainh(f(r;,t;)||n:lIn;)
and the resultindgd;. If the id; received from the tag does

response several times, each time replying with a differentnot match entry inL; then again it either means that the

entry. If all the entries do not match, thé&; concludes that
T, is not a tag that he is supposed to access.

WhenT} receivesins,, it checks if the bit values match
the positions ofh(f(r;,t;)||n:||n;) generated. A cor-
rect ans, indicates thatR; is an authorized reader, since
only an authorized reader can obtain the corrget,¢;)
value from AC, thus knowing the correct sequence to
h(f(ri,t;)||nilIn;). T; repliesR;’s challenge inans; cor-
rectly if ans, is correct and that there is nes; is the
same agues,. Otherwis€el’; returns a random answek;
usesuns, to determine whethéf is a legitimate tag. After
one round of the authentication step, the probabilityRpf
correctly identifyingT’; is

. L 1
Prob(Accurate identificationy 1 — (E)H’*k

This is due to thé: bits challengeyuest, - - -, quesﬁ posed
by T;. R, can always query; more than once, picking
differentk bit challenge each time. A correE} will always
be able to return the right answer.

4.2 Authentication Protocol 2

R; — T request Q)
R < T; n; (2)
R, — T} NG, T )
R; < T; h(f(7i,t5))m, h(f (i, t5)|Inillng) @ id(4)
R; ChecksL; for matchingh(f(ri,t;))m (5)

R; Determinesi(f(r;,t;)||n:||n;) to obtain

id; (®)

wheren;, n; are random numbers generated®yandT’;
respectively.T; sends itsd; ash(f(r;,t;)||n:||n;) & id;.
This is used to proteétl;. The tag also sendg(f (r;,t;))m
to helpR; to reduce the time take to search through An
unauthenticated reader cannot obtain since he does not
know f(r;,t;), and hence thé&(.) value. This is a form

of tag authenhcatmg reader, since the value of the tag isto see which tag matches his list.

incomprehensible to an unauthorized reader.

The reader checks his; for matching entries that have
the same firstn bits ash(f(ri,t;))m. R; can precompute
theh(f(r;,t+))m for every entry inL;, and then organizes
the result into corresponding groups. If there are no entrie
in L; that match the firstn bits, then either the RFID tag is
afake, since itis not able to generated a corfécet, ¢;), or
that it is a tag thaf?; is not authorized to access, thus not

RFID tag is a fake orR; is not authorized to access the
tag. Note here that a different randomm andn; are used

in each transaction, which means that the shared secret be-
tweenR; andT; used to protectd;, h(f(ri,t;)||ni||n;)
changes each time. Also, since our hagh is a one way
hash function, even knowing the entitgf (r;, ¢;)) does not
revealf (r;,t;). We discuss the tracking |mpI|cat|ons of this

in the next section.

To determine the value ofi, we first define aollision
spaceasCS = 2!~™. This is the number of RFID tags
whose hashed value share the same firdtits. We define
[ as the probability that, given a tag, the probability that
when a reader reads in another tag having the samerfirst
bits, the two tags are the same. There more privacy we wish,
the smaller we set. Thus, we have

(J;[) 1 m—I
W:N:2 <pB=m<Il+logp.

The search time foR; becomesO(Qm) sinceR; can or-

ganizeL; into respective groups, whefy returns the first
m bits of h(f(r;,t;))m, In this way, R; does not need to
search the entiré,;, but only the smaller group of smﬁn—.

5 Security Analysis

We now consider how our protocol performs against dif-
ferent RFID attacks. As mentioned earlier, we denote the
adversary as, a legitimate reader aB, and a legitimate
tag as?;. We denote a fake tag impersonating the real
tagj asTj. For each attack, we first describe the nature of
the attack, the common assumptions made, and the capabil-
ities of . We then demonstrate how our protocol defends
against that attack.

Privacy: The privacy attacks occur when wishes to
learn of the contents df;. This is important when, for ex-
ample,T}; is attached to a valuable cargo in a warehouse.
can query every tag in the warehouse to decide the most
valuable one to steal« is generally assumed to have a
list of targeted RFID tag data. He then queries the tags
In our protocol, each
time any reader queri€g;, T; generates a new response
h(f(r,t)||n.||n:) for authentication. Thus cannot iden-
tify which RFID tag is on his list. This protects the privacy
of the tag.

Tracking: This attack is another form of the privacy at-
tack. Herep tries to trackl; over time.a succeeds if he is
able to distinguistt’; from other RFID tags over time. For
example,T; could be attached to a jacket. Sineeeing



able to identifyT; over time,« is able to trackl’;. This at-
tack is usually performed by repeatedly querying@; with
a value that will yield consistent reply. This consisteqtiye
becomes a signature §.

In our schemeg can reuse the sameg, andr,,, but can-
not predict the random; generated each time ;. If
we change the authentication protocol sigpto return just
h(f(ri, t;)||ni||n;) @1id;, then tracking is impossible. This
is because the returnédf (o, t;)||na||n¢) @ id; changes
each time a reader, valid or not, queries it. The penalty of
this approach is that performance Bf will be poor if L;
is very large sincek; will have to check every entry. If};
returns the firsin bits of A (f(r;,¢;))m. the search time for
R; better sinceR; can organizd.; into respective groups.
The tradeoff is that now canpotentiallytrack 7; by re-
peatedly querying for the santé f (r;,¢;)). reply. Notice
that if m is small, then the tracking is not definite since there
could be multiple RFID tags that share the firsbits. This
is controlled via the system parameter

Cloning: This is a form of providing RFID security. We
consider the “skimming” attack described by Juels [7]. In
this attack,a will usually first queryT}; and obtains a re-
sponse. a then places the response on a fake RFID tag,

Tj. By creating fake RFID tags that contain the responsesyo

of real RFID tags hopes to pass off his counterfeits as
legitimate.« succeeds i?; believes thafl} is T}.

Under our protocol]; will return a different hash based
on the random; andr; provided byR;. Sincea does not
know R;’s identifier r;, and cannot predict the random
generated each time by, the hash value that obtains
from T; will not be the same as the valdg obtains when
he queries;. Thusa cannot create & that can foolR;.
We consider the case whercan listen in on the transaction
betweenR; andT} later.

Eavesdropping: Here « is able to observall inter-
actions betweerR; andT}. In other words,« can learn
of r;, n;, ng. « will know h(f(m,tj)||ni||nj) D Zd7 and
h(f(ri,t;))m. o's goal is to use the data to impersonate a
fake readei; or a fake tagl’;. !

a willlearn of R;’s identifierr; in step(3). However, the
hash functiorh(f(r;,¢;)||n;||n;) requires random numbers
generated by two parties, the reader and the tagnper-
sonating aRk; or T; cannot control the random number gen-
erated by the other party. Thus even knowiRgs r; is
uselessa needs to know the valug(r;, t;) to impersonate
eitherR; or T;. Sincef(r;,t;) is never passed directly,
cannot determing (r;, t;), unlessa can determine the tag
secret;.

Since every transaction betwe&pandT’; involves both

INote that this version of eavesdropping attack is strongmest as-
sumes thatx can eavesdrop on both the forward as well as backward chan-
nel. A weaker version of eavesdropping assumesinnot listen in on the
tag-to-reader channel.

parties generating a new andn;, « cannotlaunch a replay
attack using the previous values.

Physical attack: We consider two different flavors of
physical attack. The first is whencompromises the reader
R;. The second is whem compromises the tefj;. In both
cases, we assume that oncéas physically compromised
R; and T}, o will learn everything abouf?; and7;. We
do not consider hardware-based defenses against physical
attacks in this paper.

First, we considetx compromisingR;. « will know the
contents ofL;, as well asr;. a will therefore be able to
impersonate?; and obtain data from tadg,, - - -, T;,. We
want to prevend from using the knowledge to create coun-
terfeit tags. Lefl; be inL;, anda wishes to create a coun-
terfeit tag beT; that can fool another authenticated RFID
readerT,.

o knows f (r;, ;) andid; from L;. To createl} to fool
T,, a has to be able to derivg(r,,t;). This is because
eachf(.) value in the access list is different for every RFID
reader. R, will have f(r;,t;), and R, will have f(rg,t;).
Thusa cannot substitute hig(r;, ¢;) andid; into T}. Since
f(.) is irreversible is unable to derive; from f(r;, ¢;).
Second, we considercompromising tad’;. o will now
able to create a fal(@ that can fool the honest;. We
want to prevent: from creating another tag that can feal
We let this other tag b&., and assume thdt, is insideL;.

Sincea has compromised;, we assume that knows
any information thai?; passes td’;. To createl’, to fool
R;, ahas to able to generate the corrét;, t.). However,
each RFID tag has a unique sectetThusa knowingt;
cannot derive,. Therefore,a cannot create a fakg, to
fool R;.

Denial of service (DoS): « here does not try to obtain
information, but rather tries to ensure that a legitim&te
cannot access data storedlin This is a potential problem
in RFID authentication protocols that use a trusted server.

A typical way of using a trusted server is féj to re-
turn some value td&; which R; has to redirect to a central
database. For protocols that do not require RFID tag and
central database to remain in sync, conventional DoS at-
tacks to overwhelm the central database can be launched,
resulting theR; being unable to authenticalg.

For protocols that require some synchronization between
central database and tag, a common defense against DoS at-
tacks is to requird’; to change its value only after receiv-
ing some confirmation generated by the database [10, 4].
ThusR; has to perform an addition interaction with af-
ter receiving the data. Sind@; is an authorized reader, the
central database expedtsto do the “right thing” by trans-
mitting the confirmation td’;. The value stored inside the
central database changes affgrqueries it. o can desyn-
chronize the process by repeatedly queryihigpreventing
R; from passing the confirmation t6;. This way, if an-



other readetR, were to queryl; before R; manages to  chicken-and-egg problem sinceader swant to query au-
updateT;, R, will obtain the out-of-data reply frori);. thenticated tags, but tags will only respond to authenti-
Our protocol removes the need for a central database cated readers.
Once a reader is able to authenticate himself, there is no Our solution to this problem is for the reader to issue a
need for further interaction in order to authenticate atag. query such that only an authenticated tag can understand,
and for the tag to reply in such a manner that only an au-
thenticated reader can understand. An adversary can still
6 RFID Search observe all the transactions, in that he can observe there ha
been a query and an answer. However, since the adversary
As mentioned earlier, searching RFID tags is performed does not know the contents of the query, observing the exis-
when there are a group of tags and a reader wishes to deteftence of an answer is not useful. Our secure search protocol
mine if a particular tag is in this group. A straightforward s as follows. We use the same notation as before. The new
solution is to perform our authentication protocol above fo notationownt refers to the tag secrefor a tag.
every tag. Existing probabilistic RFID anti-collision al-
gorithms can be used to distinguish one tag from another.
However, this approach is inefficient when there are many R, — T+ : Broadcasht(f(r;,t;)||n,) ® id;,
tags. Instead, an ideal solution is for the the reader toyquer T 7 (1)
for a specific tag, and only that particular tag will replyrFo

RFID search, the goal is for an authorized RFID reader to T+ + Findid; by deriving

search for a particular RFID tag (which he is authorized to h(f(ri, ownt)||n,) (2)
access) among a group of RFID tags. Only the tag which I ownid = id; 3
matches the search can reply. At the same time, the RFID R T - h(F(rists)||nel|ne) @ idj,ne (4)
tag can only release its data to an authorized RFID reader. ’ ! v ' ”

An intuitive way of doing so is as follows. We havg Notice here that the broadcast requésf,(r;, t;)||n.) @
wishing to find the tad’;. R; broadcasts his requestfal;. 4, can only be read by an authenticated tag, since to learn
We letT'x refers to an arbitrary tagawnid refers to thed id;, the tag will need to be able to execute step (2), which
for each individual tag. implies knowledge of tag secref. An a will not be able

to obtainid; since he does not know;. The tag reply,
h(f(ri,t;)||ne) @ idj, ny, can only be read by an authenti-

R; — T+ : Broadcasid, (1) cated reader since it requires knowledgef f;, ¢;) which
Tx : |If ownid =id; (2) is known only by the authenticated reader.
R, < T; reply 3)

6.1 Security Analysis

The simple protocol does not provide any security. An
adversary can simply query a group of tags to find outifa  The security analysis of the previous protocol applies to
particular valuable tag is present. One solution to thi®pro the search protocol with one exception. The search protocol
lem is for the tag to authenticate the reader before reply-above is not resistant to tracking.
ing. This means that wheR; broadcasts his query, every Consider the following attacky eavesdrops on the trans-
tag, not only those that satisfy the query, needs to authen-action between a reader and a group of tagis unable to
ticate R; before replying. If only those tags matchifiy's decrypt the query or the reply, but can detect the presence
request initiate the authentication, the adversary withkn  of a query and replya than uses the same query individ-
thatthat tag satisfies the request. However, having every ually on each and every tag in the group to determihat
tag to authenticate the reader is similar to having the reade that query is for. Since the query is legitimate, the tag with
authenticate every tag individually. the corresponding value will reply. Even though the reply is

Another issue is that the reader wants his request to bedifferent each time, due to the randemgenerated by the
received by authorized tags only. The reason is that if antag, it remains true that only one tag will reply, since each
adversary can learn of the query, he could simply observeindividual tag has a unique secrethus a uniqué'(r, t).
the channel to determine if there are any replies. Evenifthe Now, o can replay the query again and again to identify
reply is encrypted, the adversary will know that the tag does a particular tag. Note here that the tracking attack here is
exists. slightly different from tracking attacks commonly found in

Therefore, we can characterize our problem as follows. RFID security literature. The adversary cannot pick a par-
Tags should only respond to authenticated readers. Readticular tag to track. Rather, he can only track a tag which has
ers should only query authenticated tags. This creates aeen searched for by a legitimate reader. Furthermore, the



adversary has to iteratively query every tag in a group indi- overheard queries over and over again to find at least 1 tag
vidually before determining what tag he is tracking. These to track.

difficulties increases the difficulty of launching a traalin Another solution is to adopt a challenge and response

attack via searching protocol. method. The idea is to avoid the condition where replying
This underscores a fundamental difficulty in developing to a query can be used to identify a tag. We [igg],,, to

a secure search protocol for RFID tagbhe very act of denote the firstn bits ofid; andownid,, to denote the first

replying of aquery can be used to identify atag. So long m bits of ownid. The protocol is as follows.
as a search query expects a unique reply, the reply becomes
an identifier for a particular tag. Encryption alone does not

solve the problem, since encryption only prevents an adver- R; — T« : Broadcastid;|m,ri,n: (1)
sary from learning the contents of a message, but not that a Tx : If ownid,, = [id;]n (2)
message has been sent. R, —T; : h(f(ri,tj)||ne|lne) @ id;,ny (3)
R; : Determinesf(r;,t;) from L to obtain
6.2 Search Protocol Improvements y i ti) 4
taj

Here we suggest several methods to the search protocol, this protocol, any tag that matches the firstbits of
to minimize the impact of a tracking attacking due to the id; will reply to the query. Depending on the length of
secure search protocol. We stress again that tracking a tag, there could be multiple tags that share the same first
using from the search protocol considerably more difficult ,, pits. R; can use existing collusion avoidance techniques
than the tracking attack commonly found in RFID security g obtainid;. Since multiple tags may share the same
literature. bits, o cannot infer any unique information from the re-
One solution is to have each tag store the last randomy)y, A tag's response is protected by the XORing their value
number used by a Ieg|t_|mate reade_r that it answers. If theyith h(f(ri,t;)||n-|Ins). Only an authenticated reader will
same random number is used again, the tag will not reply.now f(r,, ¢;), and be able generate the correct hash value.
The improved protocol is as follows. Furthermore, each party contributes a random number
) . andn; that makes up the final hash value needed to suc-
Ry =T« Broadeast(/(ri, t;)lnr) ® id;, cessfully obtain the:dlj. This prevents an adversary from

Try T 1) launching a replay attack from using either the query or re-
T+ : Findid; by deriving ply.
h(f(rs, ownt)]||n,) (2) This solution does not work well when thié's in each

. If ownid = id; andn, # oldn 3) tag are struc;ured. For example, the first several bits of an
] id could signify general product code, the next several bits

Ri =Ty o h(f(risty)llne) @ idj,my (4) the tag origin and so on. In this scenario, the adversary can
Whereoldn is the previous random number used. Now, ©Obtain some information simply by observifig;|,.. Note
an adversary cannot replay f (r;, t;)||n,) © id;, n,,r; to that[id;|,,, cannot be XORed with som&r;, ¢;) since then
get a reply, sincer, was just used. The adversary does ONly 7 decipher the request.
not know f (r;, ¢,), thus cannot generate his own legitimate The last splutlon is to use noise to mask the reply. Each
query that will be answered by the tag. The adversary cantad that_recelves a search query that do_es not match the re-
observe the second tim&; does a search query to obtain duest will have some probability of replying. Thus,
a different random number,,. Nowz he can try to use the R; — Tx : Broadcast(f(ri,t;)||n,) @ id,,
previous search query. However, since adversary cannot de-

termine the contents of the query, he cannot knalifvas nf’ " o (1)
querying for the same tag or not. Assuming that the ad- T+ : Findid; by deriving

versary cannot determimvehat R; is looking for, he cannot h(f(r;, ownt)||n,) 2
track any tag based on two reader queries. In general, an ad- © If ownid = id, 3)
versary will need at least 1 more successful query than the R T L ” 4
number of tags to be always successfully track 1 tag. Using i A (f(ristj)lIne) @ idj, e (4)
the pigeonhole principal, with tags each capable of stor- : Else (5)
ing the lastm random numbers of successful reader query, R, —T; : Return(rand, n;)

an adversary can only guarantee to be able to track 1 tag with probability A (6)

aftern = m + 1 queries.
However, the above method does not work as effectively where A is the predefined probability that a tag that does
against an opportunistic adversary who simply replays thenot matchid; will reply. Here, an adversary cannot depend



on replaying a previous query to track a tag since any tag8 Conclusions
could reply. This method avoids leaking information to an

adversary. To estimatg, we first letS be the number of In this paper, we present an authentication protocol and a

RFID tags that can hear a single broadcast query. We wanigarch protocol for RFID tags. Our authentication protocol

to have a probability ofy that at least one tag that is not 6yides both tag-to-reader and reader-to-tag authéiatica

the answer replies to generate noise. Thus we estimaye ¢ s resistant against common RFID attacks. A major dif-

solving1 — (1 — A)F = 7. The additional work done by ference from the previous scheme is that our scheme pro-

reader to filter out the noise B(A - 5). vides similar level of protection without the need of a persi
tent central database. In this paper, we also introduce a new
problem of performing secure search for RFID tags. We de-

7 Additional Discussion tail the difficulties in secure search, and provide sevezal s
cure search protocols. Finally, we also address the inplici
advantages having a secure central database and suggested

Despite the shortcomings of the central database modelsolutions for overcoming them.
it does have two advantages. The firstis the ease of perform-
ing revocation, and the second is fine grain access control. Acknowledgment
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